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Editorial

Protect what’s
important
to you.
Cyber security’s core
function is to protect
the devices we all use smartphones, laptops,
tablets and computers and the services we access
- both online and at work from theft or damage.

Cyber security is important
because our devices are now such
a fundamental part of modern life,
that it’s difficult to imagine how
we’d function without them. From
online banking and shopping, to
email and social media, it’s more
important than ever to take steps
that can prevent cyber criminals

getting hold of our accounts, data,
and devices. Another purpose
of cybersecurity is to protect all
organizational assets from both
external and internal threats as
well as disruptions caused due to
natural disasters.
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In this edition of the tbtech
magazine, we explore how
companies and individuals
are progressing in guarding
themselves against
cyber attacks.
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Laying the
foundation:
software supply
chain security.
In the broad sense, a supply chain is anything and everything
that is needed to create and deliver a product to the end user.
So, a software supply chain is no different – the only nuance
being that it refers to code and applications, and everything
involved in their development and delivery

Just as an automobile
manufacturer can have a broad
network of suppliers and parts, a
software vendor can depend on
a complex variety of code, tools,
and resources to produce
their product.

The key concern here is that a
defect or weakness anywhere in
a supply chain can impact any
entity further down the supply
chain (often referred to
as “downstream”).

August 2022
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By Mike McGuire, senior
solutions manager, Synopsys
Software Integrity Group.
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Laying the foundation:
software supply chain security.
This has always been a supply
chain concern though, so why
is it so top of mind today in the
software industry?

As the digital transformation has
us depending on technology more
than ever to run our businesses
and daily lives, the race for
technology companies to get
their products to market is very
competitive. As a result, these
companies focus more on the
innovation of what makes their
products unique, and less on
“reinventing the wheel.” In other
words, software has shifted from
being built, to being assembled
– each piece coming from
different entities that specialize in
making that piece. For example,
an eCommerce company won’t
waste time building a database;
an online banking institution won’t
waste time building user interface
tools; an IoT company won’t waste
time building a custom operating
system. Instead, they’ll all turn to
third parties, open source projects,
and contractors to provide
these pieces.
In fact, Synopsys’ latest Open
Source Security & Risk Analysis

(OSSRA) report found that an
average of 97% of all software
written contains at least some
open source code. Of the 17
industries represented in the
report, Computer Hardware and
Semiconductors, Cybersecurity,
Energy and Clean Tech, and
Internet of Things (IoT) contained
open source in 100% of their
codebases. The remaining verticals
had open source in 93% to 99% in
their codebases. Even the sectors
with the lowest percentage—
Healthcare, Health Tech, Life
Sciences—had 93%, which is
still very high. It’s clear that open
source really is everywhere.

But, what happens when an
open source component contains
a vulnerability? Or maybe the
maintainer’s account was hacked,
and malicious code was inserted?
That means the IoT company is
using an operating system with
a critical vulnerability, opening
the end-user to having their smart
thermostat or WiFi camera to
potentially be hacked. The issue
began within the open source
component. It was implemented by
the IoT company into their product,
which was sold to the end-user,

who ended up being attacked.
This is the very essence of a
software supply chain concern.
According to the 2022 OSSRA
findings, 100% of codebases in
the IoT sector contained open
source, and an astounding 92% of
the audited code in this sector was
open source. Troublingly, 64% of
the IoT codebases also contained
vulnerabilities.
Similarly, the Aerospace, Aviation,
Automotive, Transportation, and
Logistics sectors had open source
in 97% of its codebases, and 60%
of the total code was composed of
open source. Sixty percent of these
sectors’ codebases had open
source vulnerabilities.
Here are two real-life examples of
software supply chain concerns:
1. SolarWinds. Perhaps one
of the, if not the, most notable
software supply chain attacks.
An internal password was
leaked online, which was used
by attackers to gain access
to SolarWinds’ build systems.
This is where the supply chain
attack began. Attackers inserted
malicious code into the upcoming
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release of Orion, SolarWinds’
flagship product. This malicious
code went undetected, was built
into the product release artifacts,
and shipped out to customers.
And with that release, Orion now
served as a portal for attackers to
infiltrate SolarWinds customers.
Among these customers, were
multiple U.S. Federal agencies.
The fact that the initial attack
took place several degrees of
separation away from the intended
target makes it a shining example
of a supply chain attack. It’s this
attack, along with others affecting
critical infrastructure, that led to the
Cybersecurity Executive Order.
2. Log4Shell. While there have
been no [confirmed] successful
attacks exploiting this vulnerability,
it serves as a solid example of the
potential impact of a vulnerability
on the supply chain. Apache
Log4J is an extremely popular
Java logging framework. It works
in the background of applications
that countless businesses and
consumers interact with every day.
A zero-day vulnerability of high
severity in several of its versions
was disclosed in December 2021,
which could be exploited by

remote attackers to gain access
to the operating servers. Had this
been discovered by attackers
first, the impact would have been
devastating and widespread. This
goes to show how a simple datasanitization issue in a simple (but
popular) component can snowball
down the supply chain and wreak
havoc on all the applications that
depend on it. The 2022 OSSRA
found that 15% of audited Java
codebases contained a vulnerable
Log4J component.
There are two types of
organizations who ought to be
concerned about software supply
chain risk: software producers and
software operators. Oftentimes,
we find that most organizations
are both; they consume software
developed by other entities
and use it to build software that
they sell/distribute or operate
themselves. Regardless, mitigating
supply chain risk comes down to
knowing what is in your software
and hardening it against known
attacks. Put even more simply,
organizations must secure their
software development lifecycle
(SDLC).

Securing the SDLC can be broken
into some key considerations:
SECURE CODE
· Open Source Dependencies.
Identify all open source
code being used within your
applications so that they may
be monitored and evaluated for
security and license compliance
concerns.
· Commercial/third party. Track all
third-party code so that it, and its
contents, can be evaluated for any
associated risk.
· Custom. Ensure that any
custom or proprietary code that
your organization is writing is
free of any defects or security
weaknesses.
SECURE DEPLOYMENT
· Containers. Be sure what the
contents of a container are before
shipping it. Vulnerabilities in base
images, dependencies brought
in at build time, and hard-coded
secrets are all areas of concern.
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· Infrastructure as Code
(IaC). What used to be the
responsibility of a seasoned IT/
Ops professional, it’s now up
to developers to configure the
infrastructure that their apps
will run on. Common security
weaknesses and open source
templates can open the door
to attack.
SOFTWARE BILL
OF MATERIALS (SBOM)
· Produce it, Require it. If you
procure software to operate,
ask for an SBOM from your
vendors. If you produce software,
be prepared to provide one to
your customers, especially if
they’re in the public sector or U.S.
Government. At this point, it’s best
to follow NTIA guidelines for what
is required of an SBOM. These
documents provide visibility of
what is in the software that powers
your business, so you can react
quickly to any threats.
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Smishing:
Overcoming a
two-fold threat
with a four-pronged
solution.
As the threat landscape continues to evolve, new types
of cyberattacks are coming to the fore. SMS phishing,
or ‘smishing’, rose exponentially last year with incidents
doubling in the US, while these attacks reportedly grew
by 700% in the first six months of 2021 alone.

Smishing is a lucrative way of
obtaining private data, such as
banking information and other
credentials, as users can be more
trusting of text messages, or at
least less vigilant when checking
their messages (as opposed
to emails) for potential scams.

‘Smishers’ are also particularly
targeted in how they leverage
basic information about their
victims to deceive them into
believing it has come from a
trusted source.
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By Lawrence Perret-Hall,
Director at CYFOR Secure.
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Smishing: Overcoming a two-fold
threat with a four-pronged solution.
SMISHING IS A
TWO-FOLD THREAT

Organisations are only just waking
up to the threat of phishing,
which is now being seen as
one of the biggest routes for
ransomware attacks faced by
global businesses, according
to a recent Gigamon survey.
However, smishing presents yet
another business-critical cyber risk
that many are underestimating.
Employees are more likely to
click on a malicious link via text,
and especially so on personal
devices. Considering we live in
an age of hybrid working and
Bring Your Own Device (BYOD)
strategies, smishing not only poses
a significant threat to individuals,
but also their workplace.

Personal phones often do not have
the same levels of security installed
on them compared to devices
issued by organisations and are
naturally more likely to be used
outside of working hours, and in a
more relaxed environment when
guards are down. However, if they
are connected to company email
accounts, internal servers or an
intranet, it is not hard for a threat

actor to pivot into the corporate
network and quickly penetrate
sensitive company data or critical
IT infrastructure.

The smishing threat is therefore
two-fold, comprising both a
technology and a human factor.
Firstly, personal devices are easier
targets for cybercriminals who
can pivot from personal phone
to corporate network in minutes.
Secondly, employees targeted
via text message out of hours are
unlikely to have cybersecurity and
the protection of their organisation
front of mind. They are therefore
more likely to fall victim to a
smishing attack, that could affect
their whole company, without
realising.
FOUR PILLARS FOR A
COMBINED SMISHING
SOLUTION
This two-fold threat requires a
four-pronged solution. When it
comes to cybersecurity, there’s no
single ‘silver bullet’ organisations
can implement to combat
security threats. A combined
solution always offers the most
comprehensive protection, and this

is the same for smishing.
The four key pillars that
organisations can implement
to support and protect both
devices and users from smishing
attacks start with a device-centric
approach. This should comprise
constant device monitoring by
security teams and be supported
by Mobile Device Management
(MDM).
It’s crucial that security teams
are constantly monitoring and
updating all devices within an
organisation. With the majority of
cyberattacks occurring as a result
of a security controls failure or an
unpatched security vulnerability,
it’s vital that security teams stay
on top of the assets connected
to their network. However, this
is a mammoth task and one
that can be aided by ensuring
MDM software is installed on
all mobile devices used within
an organisation, both companyissued and
personal. Crucially, any company
allowing BYOD strategies should
look to introduce a mandatory
policy insisting all personal
devices receive a blend of
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cybersecurity controls, such as
password-protection applications,
a secure VPN and role-based
access to enterprise data
and email.
To accompany these two pillars,
an approach oriented towards
people is also recommended,
combining mobile device
security best practice with cyber
awareness and training. Adopting
purpose-built mobile device
security is crucial to detect and
protect against malware. Best
practice should include guidance
around which applications
are safe to download and the
importance of avoiding public WiFi networks. However, while basic
iOS and Android security and
best practice guidance may stop
accidental downloads of malware,
there are no security controls on
mobile operating systems that can
prevent a user from sending their
data to a hacker.
This is where cyber awareness
training comes in. To address
the human issue presented by
smishing, adopting a security
first mindset across the entire
organisation is key. Staff training

coupled with smishing simulations
should be conducted frequently to
reinforce the importance of strong
cyber hygiene. Furthermore, the
results of training programmes
should be monitored, with
additional training and support
given to staff who are struggling.
Not only does this help to improve
cybersecurity awareness, but
also promotes a supportive and
collaborative environment, versus
one of blame and finger pointing
that can often accompany an
organisation falling victim to a
data breach.
LOOKING AHEAD
The smishing threat is showing
no sign of abating any time
soon. As long as it continues to
be a lucrative method of attack,
cybercriminals will continue to
target mobile devices and users
who are too willingly handing over
private data and compromising
the organisations they work for.
All is not lost, however. The good
news is that a combined device
and user-centric solution, bringing
together four key pillars of
cybersecurity, presents one of the
best options to safeguard staff and
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organisations from smishers.
Ultimately, smishing is an issue
of trust; employees sometimes
being too trusting in the texts they
receive and employers needing
to be able to trust them to always
keep cybersecurity front of mind.
And for those occasions where a
hacker does fall the cybersecurity
net and launches a successful
smishing attack, working with a
trusted security partner can make
all the difference. Not only can
they assist with reactive support,
helping to reduce downtime and
limit the severity of an attack,
but a security partner can also
provide proactive advice to
bolster an organisation’s
cybersecurity strategy.
Working with a partner, ensuring
devices secured, monitored
and continuously updated, and
supporting employees more
to become cyber aware and
better trained to identify smishing
attempts, all collectively helps to
deter bad actors and improve the
threat landscape.
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How to allow
‘Bring your
own device’
at work – without
compromising
security.

The proliferation of smartphones and tablets in the consumer
market has fueled the rising trend of businesses embracing
‘Bring Your Own Device’ (BYOD) in the workplace. At the same
time, it can create a significant cybersecurity risk for businesses
that aren’t adequately prepared.

August 2022

By Justin Reilly,
CEO,
Impero Software.
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Bring your own
device to work.

In a survey we conducted among
2,000 UK employees about their
cybersecurity behaviors and
experiences, we found that one in
five have been directly involved
in a security breach or loss of
sensitive data. The results also
show that 91% of the employees
who have been involved in a
security incident use personal
devices to access sensitive systems
and data while at work.

Not only did the Covid-19
pandemic accelerate the workfrom-home culture, but in many
cases it made it necessary
for employees to access
company networks from their
personal devices. Therefore, for
organizations who do not have
a formal BYOD policy yet, there
has never been a better time to
implement one – and here are my
five key tips.

An instinctive response from
many business owners to reduce
the risk would be to prohibit the
use of personal devices entirely.
However, a third (34%) of the
employees surveyed said that
the ability to BYOD is a principal
consideration when choosing
a job.

1. GET STAKEHOLDER BUY-IN

So, rather than swimming against
the tide of employee expectations,
it makes sense for employers
to find a way to make BYOD
work. They can capitalize on the
benefits it offers, such as increased
productivity and greater employee
satisfaction, while implementing
cybersecurity policies and
encouraging the right behaviors to
mitigate the risks involved.

Jumping straightaway to policy
creation is often met with
resistance. The first step, therefore,
is to gain both stakeholder and
employee buy-in.
Senior business leaders need
assurances that the benefits of
BYOD outweigh the possible
security risks and require proof of
a concrete plan and support for
the implementation of a BYOD
policy. IT leaders in particular
need to be aware of and agree on
the level of resource and support
that will be committed to BYOD
security. Stakeholders can provide
diverse perspectives from various
departments and interests within

the organization. Functions like
HR, Finance, IT operations, and
the security team should form part
of a BYOD project management
team to contribute to policy
development.
In addition to these stakeholders,
employee input is critical for
creating an effective BYOD policy.
Creating a policy framework with
only the business’ interests at heart
may result in backlash. Equally,
excessively restrictive policies
or failing to offer support for the
right devices will possibly lead to
lower employee engagement and
productivity.
2. DEVELOP A CLEAR POLICY
FOR BYOD
In our research survey, 42% of
respondents indicated that their
organization does not enforce
a security policy to control how
personal devices can interact with
sensitive information. Yet, this is
perhaps the most critical aspect
of managing BYOD security
challenges. Security policies can
be rather complex and detailed,
so it’s essential to have a simplified
version that’s easy to communicate
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to employees. The policy should
cover key elements such as
whether employees can use their
personal devices at work or use
them for work. The most substantial
security risks are associated with
the latter.

heart of any security policy. This
will help employees recognize
common threats such as phishing
emails and suspicious links.
Knowledge of these threats is
critical in a constantly evolving
landscape.

Although due diligence is
necessary in all cases, the
policy should also clarify the
permitted device types and
mandated cybersecurity tools to
use in tandem with the devices.
The same applies to business
applications – include a clear list
of approved programs and forbid
the use of unapproved programs.
Furthermore, it’s important to
specify the extent to which
employees can request IT support
for personal devices.

Awareness must also become part
of the working culture. Share best
practices on the security elements
employees are constantly exposed
to, like password protection
and usage. Make cybersecurity
training part of the onboarding
process for new employees,
including how to use any
necessary tools.

3. IMPROVE EMPLOYEE
CYBERSECURITY AWARENESS

Our research exposed a startling
lack of ready access to critical
cyber security tools. Only around
half (or less) of employees have
access to crucial tools such as
multi-factor authentication (45%),
web filtering (47%), laptop
encryption software (50%), and
virtual private networks (52%).
It’s no good simply making
these tools available, since not

Our survey revealed that nearly
a quarter (24%) of employees
lack confidence in recognizing
cybersecurity threats at work.
And since human error is one
of the biggest BYOD risks,
regular mandatory cybersecurity
awareness training must be at the

4. ENSURE ACCESS TO
CRITICAL CYBERSECURITY
TOOLS
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everyone is naturally tech-savvy.
The business needs to implement
a strategy to ensure employees
actually adopt and use them.
They’re no longer the exclusive
domain of IT security specialists.
All employees must be welleducated in how to correctly
use cybersecurity tools if the
organization wishes to steer clear
of risk.
5. MONITOR AND REVIEW
REGULARLY
Although this point may seem
obvious, it’s one of the most
important. Remember that most
cybersecurity processes are not
based on a ‘set it and forget it’
approach. Businesses need to
constantly track their effectiveness
and make regular updates and
improvements – especially as the
cybercriminals never stand still.
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Why backup
isn’t enough
to ensure
resiliency.
Actively protecting valuable assets is an obvious priority for any
business. It is hard to imagine a bank without security guards
or a jewellery store without alarms. However, although hard to
believe, many companies are not adequately protecting their
most valuable asset – their data.

In an increasingly digital world,
data has become one of the
world’s most valuable resources.
In some cases, a company’s
data is estimated to be more
valuable than the company
itself. Unfortunately, malicious
actors know this all too well and
are targeting businesses on an
unprecedented level.

In fact, research from security firm
Proofpoint found that over 75
percent of UK businesses were
affected by ransomware in
2021 alone.
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By W. Curtis Preston,
Chief Technical Evangelist,
Druva.
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Why backup isn’t enough
to ensure resiliency.
Even more concerning is that the
same Proofpoint study showed
that 82 percent of companies paid
the ransom to recover their data.
This has caused a vicious cycle of
attack, payment, attack.
But relying on data being returned
in ‘good faith’ after paying the
ransom is not a foolproof strategy.
Instead, victims often end up
paying multiple times, whilst others
are prompted to pay more than
originally demanded.
Cybercriminals looking to make a
quick buck are not the only threat
businesses are facing either. For
some, a rise in nation-state cyber
attacks pose a significant threat.
Take for example the notorious
ransomware gang Conti, who
recently issued a warning that
they would strike against any
countries that “threatened Russia’s
infrastructure.”
If this wasn’t scary enough, floods,
earthquakes and other natural
disasters are becoming more
and more common as a result
of a changing climate. Natural
disasters are leaving organisations
with extensive data losses and

system outages, costing businesses
millions of dollars in lost time
and productivity. With rising
geo-political challenges, natural
disasters and news of a new
cyberattack seemingly every day,
navigating today’s IT landscape
can be a daunting prospect.

Companies are also finding that
with a dated backup architecture,
even after malicious strains are
removed, business-critical data
can be completely inaccessible
while IT departments manually
shift through data for untampered
files.

So how can businesses respond
effectively? A first step is realising
that simply backing up data and
assessing losses after the fact is
not enough if building a resilient
business is your end goal.

Another issue that can constrain a
business’s resiliency is the reliance
on non-cloud backup solutions.
On-premises backup solutions can
make managing, protecting, and
governing data across multiple
different environments incredibly
complex and costly.

LIMITATIONS
Backup, whilst a crucial tool, won’t
ever offer businesses complete
peace of mind. Whilst being able
to revert to a clean backup is
obviously an essential part of any
data protection strategy, without
a modern solution, finding a truly
‘clean’ copy can be an immense
challenge. This is especially the
case when malicious ransomware
strains can be lying dormant in
systems for months or years
before striking.

REEVALUATE AND REASSESS
Companies that are serious about
protecting their data are assessing
their current backup strategies and
whether it offers them complete
resilience from data loss - whether
it be from a cyber attack, natural
disaster, or accidental deletion.
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So, what steps does your business
need to take to ensure data
resiliency?
First, take stock of what you
currently have in place. Where
is your critical data stored and
how much would it cost if you lost
it? Then take a look at how you
currently protect and recover that
data. Testing is the name of the
game here – conduct recovery
drills to ensure you are meeting
your recovery time and point
objectives.
Don’t forget to also assess your
backup infrastructure. Are your
backups written on servers
vulnerable to cyberattacks? Are
they protected from exploits and
air-gapped to prevent the spread
of ransomware? If there is any
vulnerability in your system, trust
that hackers will be doing all they
can to exploit it.

TAKING THE RESILIENCY
INITIATIVE
So, what happens if the worst
happens and your business is
attacked? With a modern solution,
businesses can use insights to
identify affected snapshots, which
makes the recovery process
significantly faster. Automation will
also help expedite recovery even
more, while reducing the risk of
human error.
Modern data resiliency systems
are also built off a Zero Trust
security model, which helps
prevent malicious actors from
gaining access to the backup
environment, protecting its integrity
throughout and ensuring clean
copies of data if ever needed.
This allows for durable, reliable
and confident data protection
where data is both easily
recoverable and completely
immutable. It also allows a
business to recover from an attack,
all without having to pay
the ransom.
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THE TIME IS NOW
There has never been a
better time to reassess your
data infrastructure; the rise of
cybersecurity attacks, natural
disasters, and geo-political
tension means that achieving data
resiliency must be a priority for
every business.
With the ever-growing quantity
and value of business data,
companies must avoid a
“resiliency regret” by recognising
that backing up data is just not
enough to ensure complete
protection, and peace of mind.
Companies must be vigilant and
proactive, and adopt a modern
solution that can meet all of
today’s needs while helping them
prepare for the protection, security
and governance challenges of
tomorrow. Take the initiative now,
before it is too late.
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The skills gap in
cybersecurity can
be closed – with an
investment into
upskilling.
One of the biggest challenges for organisations today is being
able to develop a strong cybersecurity programme, one that
is substantial enough to combat the increasingly sophisticated
threat landscape.

In fact, the UK government’s Cyber
Security Breaches Survey 2022
found that over a third (39%) of
businesses have had to deal with
a cyber-attack already this year,
and 82% of senior managers
consider improving security to be
a primary concern.
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By Aaron Rosenmund,
Director of Security
Research and Curriculum
at Pluralsight.
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The skills gap in cybersecurity
can be closed.
In tandem, companies are
becoming increasingly aware
of the ways in which cyberattacks can be avoided. In fact,
recent research from Tanium
found that the vast majority
(86%) of companies that faced a
cybersecurity breach in the past
six months believe that investing
in staff training or more modern
tools would reduce the number of
incidents that occur.

Pluralsight’s 2022 State of
Upskilling Report corroborated
these findings. The report found
that cybersecurity was the top
personal skills gap among 43%
of respondents, above cloud
computing (39%) and data
storage (36%). Additionally,
44% of respondents agreed that
cybersecurity skills gaps were
the largest current risk to
their organisation. With this
in mind, it’s apparent that
organisations must put steps in
place to keep technology teams
at the cutting edge of the latest
cybersecurity trends and threats
– and do so quickly. This article
explores how to equip technology
teams with the skills to create a
formidable cybersecurity program.

DEFINING THE CYBERSECURITY
SKILLS GAP

Cybersecurity attacks remain a
pressing concern for businesses,
and this isn’t set to change.
By 2025, total spend on
cybersecurity service providers
is projected to reach $101.5
billion and there is set to be a
15% increase in costs related
to cybercrime. These are high
numbers, and emphasise the
challenge that most modern
organisations face when trying to
keep up with cyber threats. With
this ever-changing cybersecurity
landscape, it’s no surprise that a
long-term cybersecurity skills gap
has emerged.

At a time when cyber threats are
so prolific, it’s more important
than ever to have a skilled
cybersecurity workforce that
is armed to defend against
these sophisticated and varied
attacks. However, as the State of
Upskilling Report suggests, a large
portion of today’s tech workforce
do not feel they have the adequate
skills to meet their organisation’s
cybersecurity needs. Simply put,
there is more work to be done to

help technologists improve their
cybersecurity skills. In fact, IBM
has found that tech skills are only
relevant for around 2.5 years –
already outdating cybersecurity
expertise that was brand new in
2019. Within a short period of
time, historical knowledge and
legacy methods are rarely able
to continue to defend against the
increasing complexity of cyber
threats. As a result, business
leaders must take responsibility for
providing their technologists with
the tools they need to keep their
organisations safe and secure.
UPSKILL EMPLOYEES TO
OVERCOME THE GAP
The skills gap in cybersecurity
is a big project for businesses
to take on, but there is also an
opportunity. Indeed, the State
of Upskilling Report revealed
that 91% of respondents want
to improve their tech skills.
Technologists are also demanding
that their organisations provide
them with the means to do so,
with 48% saying that they have
considered changing jobs because
they weren’t given sufficient
resources to upskill. Additionally,
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75% of respondents agreed that
their organisation’s willingness to
dedicate resources to developing
their tech skills affects their plans to
stay with the organisation.
However, organisations
aren’t offering enough time
for training opportunities to
match demand. The State of
Upskilling Report found that only
36% of organisations allocate
dedicated work time to learning,
falling to 32% for technology
organisations specifically. Clearly,
there is misalignment between
technologists’ desire to upskill
and organisations’ willingness to
apportion time and effort
to upskilling.
This presents an obvious challenge
– how we do solve this problem,
and bolster cybersecurity
professionals with the skills they
need? The first thing organisations
can do is give cybersecurity
professionals access to resources
such as on-demand cybersecurity
training, hands-on learning
opportunities to understand both
red and blue team perspectives,
and flexible upskilling options
that fit in with the busy schedules

of many cybersecurity experts.
The focus must be on making
cybersecurity training essential.
It shouldn’t be just an option for
anyone within an organisation,
let alone cybersecurity pros. In
order to keep your organisation’s
cybersecurity programme strong,
continuously equip tech teams
with the knowledge that will help
them defend against the next
cybersecurity attack.
SECURING CYBERSECURITY
SUCCESS FOR THE FUTURE
Learning how to protect against
cyber criminals in order to
future-proof an organisation’s
cybersecurity programme
is a continuous process for
teams, requiring considerable
maintenance and upkeep.
As such, creating a culture
of learning within tech teams
is critical, as it will condition
technologists towards a proactive
approach to cybersecurity. To
instil this, organisations must have
programmatic steps in place to
constantly renew cybersecurity
knowledge and best practices.
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New cybersecurity strategies
are being developed every year
to stay ahead of attacks, but
keeping up with new trends takes
more than superficial knowledge.
Coordinated action in the form
of testing, implementation, and
evaluation is required to achieve
long-term cybersecurity success.
The requirement for cybersecurity
professionals with the desired skills
will only increase in the coming
years, as threats become ever
more complex. Organisations that
prepare their security programmes
to work for the future, rather than
looking to fend off attackers in real
time, are the ones that will stand
themselves in good stead against
the latest threat.
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Why cybersecurity
needs better
strategic thinking
and collaboration.
Cybersecurity is an arms
race and, as new research
shows, the only way to
thwart hackers is with
better planning and greater
collaboration, writes Stuart
Jubb, Group Managing
Director of Crossword
Cybersecurity

Cybersecurity is never out of
the news. From academics
warning about threats to the
global food supply chain1 to
attackers targeting the Eurovision

Worryingly, cybersecurity
professionals feel that way, too.
Faced with rapid technological
change and a growing number of
attackers, the industry is short of

Song Contest2, it can feel like
organisations everywhere are
under siege.

people with the right expertise and
low on options.
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By Stuart Jubb, Group
Managing Director of
Crossword Cybersecurity.
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Why cybersecurity needs better
strategic thinking and collaboration.
We recently surveyed more
than 200 senior cybersecurity
professionals and the message
was clear; even with new tools at
their disposal, organisations are
more exposed than ever and those
running cybersecurity teams are
overwhelmed. They are struggling
to maintain defences and lack
confidence in their strategies.
More than 80 per cent said that
every area of cybersecurity is
a challenge, from detecting a
suspicious event to securing the
supply chain.
Effective cybersecurity requires a
rethink. Identifying the problems
creates an opportunity to
seek solutions. It is time to find
new ways to upskill teams,
to reorganise cybersecurity
operations for the long term and
to increase collaboration and
information sharing to help make
everyone safer.

RETHINKING STRATEGY

Perhaps the biggest challenge
facing cybersecurity professionals
is escaping firefighting mode
and starting to think and act
strategically. Two-fifths of those
we surveyed said they think their
cyber strategy will be obsolete
within the next two years. A
strategy that is out of date so
quickly is really no strategy at
all. The chief information security
officer (CISO) must be able to
focus on the next five years and
beyond to create a robust and
effective strategy that is forwardlooking, well-resourced and
capable of withstanding
changing circumstances.

Instead, CISOs are getting sucked
into day-to-day incidents. To
some extent that is unavoidable
because their expertise is needed
to manage incident response. It
might be time, therefore, to create
a new role of strategy manager
– someone who can think about
the seasons to come and not get
stuck in the weeding. The CISO
would still define the strategy,
but the strategy manager would
ensure that the organisation

keeps progressing even when the
CISO is dealing with an incident
requiring urgent attention.
Some CISOs we spoke to
emphasised the need to engage
the entire organisation in
cybersecurity. Working closely
with the board to understand
C-suite risk appetite is vital, but
so is creating a consensus around
cybersecurity vigilance across the
business. If everyone understands
that cybersecurity is part of their
responsibility, then some of the
pressure on the security team will
be eased.
LOOKING BEYOND
TECHNOLOGY
Almost one-third of those
surveyed said lack of skills is
holding back their cybersecurity
strategy. Many are responding
with new technology. Two-fifths
of respondents said they are
prioritising cybersecurity mesh
architecture (CSMA), which makes
security products interoperable
– even across organisations. Onethird said they expect increasing
use of automation, including
machine learning tools, to be a
key trend for the next year.
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Technology alone won’t be
enough, though. People remain
the weakest link, even with the
best tools, so quality training and
robust organisational policies
are crucial. And those policies
must extend to third parties. Every
attack is a supply-chain attack,
so ensuring that third parties are
protected and following sound
procedures needs to be an
ongoing task, not just something
that happens during procurement.
The best cybersecurity teams
are already collaborating with
businesses in their own supply
chains. They recognise that
an attack on a small software
manufacturer, say, or the supplier
of even one ingredient can
bring an entire operation to a
halt. Modern business is highly
connected, so organisations must
find new ways to work together
and create a consensus on
best practice.

BETTER COLLABORATION
In fact, increased collaboration
should be central to cybersecurity
strategies of the future. As well as
developing a standard operating
model for businesses in their
supply chain, organisations should
look for ways to collaborate with
competitors and the smartest
companies in other sectors.
Attackers collaborate, share
tools and adopt each other’s
techniques. Cybersecurity
professionals must do the same if
they want to match them. This is an
area where CSMA tools could
be invaluable.
The competitive instinct goes
against collaboration. A CISO for
a major corporation might view
their job as to protect only their
business and believe that they
benefit if a rival suffers a breach.
But attackers don’t think like this.
Everyone benefits by making life
harder for the attackers.
Cybersecurity professionals must
expand their view of collaboration
even further, to national and
international level. Critical national
infrastructure is a major target.
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Russia’s invasion of Ukraine, for
example, was preceded by a
series of infrastructure attacks
over many years. Power, water,
telecommunications and other
infrastructure is often in the
hands of multiple organisations
and agencies, and better
collaboration is vital to keeping it
secure and maintaining services in
an increasingly turbulent world.
A brighter future of improved
cybersecurity will require the right
mix of tools, processes and policy,
implemented by a mix of skilled
staff and specialist third-party
expertise. The industry is engaged
in an arms race. Winning it
requires collaboration and better
long-term planning.
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Timely defence:
Battling a hacker
that never sleeps.
In cybersecurity, timing
is critical. The recent
cyberattack against
Yodel occurred over a
weekend, increasing the
consequent disruption of its
UK deliveries. This follows
a trend of weekend-timed
attacks, which also includes
professional services and
insurance giant AON.

As the threat landscape diversifies, cybercriminals are becoming increasingly
strategic in their methods of attack. We’ve seen this evolving with threats
like ransomware and spear phishing campaigns, in who hackers choose to
target, but it’s now apparent that the issue of when victims are targeted is
equally as important.
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By Rick Jones,
CEO of DigitalXRAID.
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Timely defence: Battling a
hacker that never sleeps.
However, with infosecurity teams
already stretched beyond their
capacities (one study found that
security leaders are working an
average of 11 hours extra per
week) can they really be expected
to be on call 24/7/365, and
to cover weekends and bank
holidays too? Unfortunately,
hackers never sleep. Which means
neither should your security team
– or at least your defence system.
With timing a crucial factor in
determining the severity of a data
breach, organisations need to
pinpoint exactly how to limit
this risk.
TIME OFF? NOT FOR
CYBERCRIMINALS
‘Quiet’ periods such as weekends
and the summer holiday season
are critical times for organisations
to be targeted by cybercriminals
and ransomware groups. Often
with fewer security staff working
and able to detect, mitigate and
prevent a breach, bad actors can
launch a more devastating attack,
exfiltrate a larger quantity of data
and cause greater disruption to an
organisation’s operations.

The traditional ‘Out of Office’
(OOO) email is also surprisingly
dangerous to an enterprise. For
threat actors looking to identify
‘low hanging fruit’, an OOO
can quickly provide information
about an internal staff member’s
schedule, the time period that they
plan to be away from their desk,
as well as an alternative contact.
This is effectively all the information
a cybercriminal will need for
Business Email Compromise (BEC),
where they will attempt to scam
employees into fraudulent activity
– sharing information or wiring
money – often by pretending
to be a senior member of the
organisation. To mitigate this risk,
the information shared within
external OOO emails should be
kept to a minimum, only detailing
what you would be happy for
a stranger to know about your
schedule.
The risk of BEC is compounded
by the age of hybrid working,
which has led more companies
to adopt a ‘Bring Your Own
Device’ (BYOD) policy. Personal
devices can often be less secure
than those issued by a company.
What’s more, users are likely to

be more trusting and less vigilant
when working from home and
using a personal phone to check
corporate emails, for example.
The combination of these factors is
leaving organisations at a higher
risk of a data breach, especially in
the summer holiday months.
WHAT IS
THE SOLUTION?
With knowledge that
cybercriminals like to strike at
the most inconvenient times, to
cause the most destruction with
the least effort, companies can
actually anticipate when a data
breach might occur. Knowing that
periods such as weekends, public
holidays and the summer season
are key targets for cybercriminals
is an asset when designing and
implementing a cybersecurity
strategy, giving teams greater
opportunity to always stay one
step ahead.
The workforce will play a
huge role is protecting against
cyberattacks, but they need to be
kept informed and educated on
the risk they pose. Organisations
should consider sending out
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reminders to staff ahead of these
quieter periods to reinforce the
importance of best practice
surrounding OOOs, as well as
the most prominent online risks
identified by threat intelligence
teams. Cyber awareness training
should also be standard and rolled
out frequently to help employees
keep security front of mind on a
daily basis.
However, internal budgets and
resource only stretch so far during
holiday months. To support
overloaded and overworked
cybersecurity teams, and ensure
good cyber hygiene, many look
to security partners for support.
For example, outsourcing a
Security Operations Centre
(SOC) provides 24/7/365
threat monitoring, detection and
remediation, bringing together
the aggregate value accumulated
by cybersecurity professionals
across their years of experience.
An external SOC also frees up
internal IT teams to pursue other
business operations and growth
opportunities, while ensuring
peace of mind to company
stakeholders when they take
their well-earned annual leave.

What’s more, considering the
cyber skills gap in the UK rose by
a third last year, organisations
are undoubtedly struggling to
hire experienced and seasoned
security staff. Working with a
partner can help bridge this gap.
LOOKING AHEAD
In a time when no organisation
can take a day off from
cybersecurity, the ability to identify
riskier periods when attacks are
more likely to occur enables the
Board and infosecurity teams to
better plan and protect themselves.
For example, focusing on the
human element of cybersecurity,
such as cyber awareness training
and OOO best practice, can
make a significant difference in
helping employees keep security
front of mind.

Yet to ensure strong and reliable
cyber hygiene, working with a
partner and outsourcing SOC
services can be invaluable to
both relieve the pressure felt by
security teams, and to ensure
that cybercriminals face an
impenetrable defence any day
of the year.
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Compliance
and security:
two problems that
one data layer can
handle for the global
banking industry.
Database sector veteran
David Walker outlines a way
that banks can start to use
data layer thinking to finally
unify two sides of the same
data coin.
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By David Walker, Field
CTO, EMEA, Yugabyte.
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Compliance
and security.
We all know there’s a ton of data
out there. By 2020, we’d already
accumulated well over 60 digital
zettabytes of the stuff—a crazy
number that might reach 180
zettabytes by 2025. (In case
you’re wondering, a zettabyte
is a billion terabytes.) To operate
successfully and be friction-free
in multiple geographies, global
financial service players need
to manage and work with those
billions of terabytes of data
securely and accurately.

Increasingly, that means working
in full operational compliance with
local or regional data compliance
regulation, such as the European
Union’s GDPR or the Consumer
Privacy Act of California. It also
means parallel adherence to
industry-specific regulations, like
PCI DSS in the payment sector,
FCA rules, AML legislation,
and so on. That complexity goes
up several notches when your
share of the 80 zettabytes is
across multiple countries, and you
need to manage the processing
of that customer information,
as well as its storage. So, as a

constant operational burden,
all sizes of banks need to have
structured support for a range of
cross-border, multi-country data
protection legislation, across
horizontal and vertical axes. And
let’s face it, you wouldn’t be going
to all this trouble (and expense)
unless you had to! Since it was
introduced in 2018, GDPR cost
Amazon 746 million euros and
WhatsApp 221 million in 2021,
and retailers like H&M 35 million
in 2020—just a few names of
the multiple organisations fined for
breaching it (out of a very
long list).
BIG GDPR FINES ARE ONE
EXISTENTIAL RISK. SO IS
POTENTIAL CYBER
SOCIAL CHAOS
Your risk management team don’t
want your name on that list, nor
on any other list of compliance
sinners in any trading area. While
a financial penalty on its own
might not kill you off, failing to
have the appropriate controls for
the geographical locations you’re
in could disable your ability to
operate. In IT terms, we’re talking
about data governance and geo-

location. These should be a C-suite
level item, though unfortunately
they are often not. Just as puzzling
is how, even today, cyber security
is often seen as an after-thought.
Anyone with insight into how wild
and scary things can get out there
on the Internet will understand this.
Indeed, cyber risk is now such a
scourge that it might start fraying
our already loosening social
stability. The World Economic
Forum’s new Global Risks Report
2022, summarises its latest
Global Risks Perception Survey
and stresses how cybersecurity
threats are growing and indeed
outpacing societies’ ability to
effectively prevent or respond
to them. “Attacks on critical
infrastructure, misinformation,
fraud and digital safety will
impact public trust in digital
systems and increase costs for all
stakeholders,” it warns. “As attacks
become more severe and broadly
impactful, already-sharp tensions
between governments impacted
by cybercrime and governments
complicit in their commission will
rise as cybersecurity becomes
another wedge for divergence,
rather than cooperation, among

nation states.” So, what links
worrying about safely storing
private customer records and
staving off hackers? Surely, they
are both important business
processes, but operationally
different at the workflow level?
One is banking compliance or
risk team-oriented, one is bank IT
security team-oriented.
Actually, they are just two sides
of the same coin: the currency of
data. Not seeing it this way makes
no sense at all.
TWO VERY DIFFERENT
PROFILES OF PEOPLE
AND REPORTING LINES
Ultimately, compliance helps
the business look after data.
For security, it’s trying to make
anything that happens around
data as securely as possible.
Structures like GDPR focus on
always knowing where the data
is, who is handling it, and whether
it can be shared with somebody
else. IT security is about where you
put and protect that data, and the
policies around it to ensure that
only the right people can handle
it and it can’t be accessed outside
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of those policies. So, if both are
about data, why do we segment
them? Simple: the org chart.
Managers in the finance sector,
but also beyond, consider it easier
to deal with two different groups
of specialists: compliance officers
and the IT people. We’ve ended
up with two very different sets of
people and reporting lines, even
though this is all zeros and ones
in databases. There’s also a cost
to this split. Duplication and extra
resourcing happen every day. Yes,
the auditors are happy they know
who to call to probe, and there
usually isn’t an equivalent (maybe
there should be?) for your security
gaps. But why are two separate
internal teams sitting on separate
floors when there should be one
common and strengthened data
issue response team? Shareholders
don’t see it, but they’re really
double paying for two sets of data
hygiene experts that should be
just one line item. Quietly, this is
finally starting to change. Instead
of parallel approaches, recent
database industry advances
mean there is just a way to unify
compliance and security and
achieve some real economies
of scale and optimisation of

workflows. The basis for this shift is
something that gives you 90% of
what both sides need. This means
you have to add on the other
10% as necessary. It’s the move
to microservices and Web-based
data and development thinking.
What does that mean? It can only
happen—and it’s admittedly early
days—if the bank takes a more
data layer-based approach. That’s
a way to describe abstracting all
your data challenges in one place
and is only practicable if you have
just one database for all your uses.
TIME TO UNIFY COMPLIANCE
AND SECURITY WORKFLOWS
INTO ONE
To be clear, I don’t mean Oracle
here (great as that is)! I mean
a fully cloud-based, secure,
distributed database that is
efficient working with the kinds of
transaction loads your compliance
work (also payments processing
and so on) calls for, and also
the bigger-picture and analysis
demands the security
task mandates. This is why GDPR
and security couldn’t be in the
same place until now. If you had
to manage multiple business

databases for every country with
different solutions to sit on top
of it, your agility as a business
was always hampered. And
cloud database architecture has
now emerged that can be used
for all these different needs, in
different locations, and which also
(handily) uses the lingua franca of
business reporting, SQL. Oh—and
it’s open source too, meaning
immediate access to a wide range
of helpful third-party analysis and
visualisation tools.
Just as important is the geolocation angle. Imagine being
able to run, safely, the same data
engine in whatever compliance
or data protection jurisdiction you
need to. Storing data where it was
created or has to be owned, but
also fully empowered to work with
it on a global scale. This can only
really happen with a data layer,
of course, as it means you are now
concentrating on the data itself,
not how you physically store it in
your computers.
Add in support for agile
development over waterfall and
CI/CD (continuous integration
and continuous delivery). Moving
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to one unified way of scalable
and secure data management
means all your business, legal and
security targets can be met with
one architecture. Doing this will
lower costs, but also empower you
to respond much more quickly to
compliance change (which seems
a feature, not a bug, of this area)
and give you the manoeuvrability
you need to fight the 24x7 war
against malware and the rest.
Not unifying compliance and
cyber security means continuing to
pay for two separate teams, two
separate development budgets,
two parallel workflows and two
sets of stakeholders and process
owners who don’t know how much
they’d achieve by collaborating.
Keeping compliance and security
as parallel data in financial
services focuses may have once
made sense. Now, it just doesn’t.
It’s time to bring them together,
and make the data layer work for
you and your customers.
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Consolidating
public cloud
security with
CNAP.

The public cloud provides a highly desirable boost to innovation
and productivity for many application development teams,
but it also brings new security risks. To protect data and access,
organisations are obliged to draw on the capabilities provided
by a wide range of cloud security tools.

Unfortunately, operating so many
security tools creates substantial
management overhead, and leads
to siloes of information and alerts
that make it difficult to correlate
and prioritise based on risk.

Fortunately, an integrated
approach is possible through
cloud native application protection
platform (CNAPP) functionality
that can help security teams
better identify, prioritise and
remediate risks.
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Consolidating public
cloud security with CNAP.
RECOGNISING THE
CHALLENGE OF CLOUD
SECURITY

The way we work has changed.
Most organisations now use
the cloud and have employees
working and accessing
applications and systems remotely.
Accordingly, zero trust, which
provides a framework for securing
devices, systems and applications
in which no user or application
is implicitly trusted, is the natural
successor to ‘castle and moat’
security of the corporate perimeter.
Zero trust reframes data and
access security and as such has
gained widespread adoption.
Many enterprises are now
extending it to application-toapplication communication
use cases. Compared to a
traditional data centre, the public
cloud has introduced specific
challenges for organisations.
Firstly, cloud services are
dynamic. Automated changes to
applications and services happen
on a regular basis.

Enterprise IT controls neither the
platforms themselves, nor the
changes made to the services
provided on those platforms.
Secondly, the cloud service estate
generates alerts on a regular
basis. Most organisations lack
sufficient resource to be across all
these alerts in a timely way.
Lastly, it is difficult to understand
and prioritise true cloud risk. This
will depend on each individual
use case, taking account of factors
such as exposure to the internet,
access to sensitive data and broad
permissions that could be taken
over and exploited should there
be a breach.
To secure public cloud
implementations, enterprises
have called on a range of
solutions, each addressing its own
specific part of the overall cloud
protection problem. However,
this multi-solution approach
can leave security operations
vulnerable to visibility gaps, timeconsuming data collation, data
overload from multiple sources
without prioritisation and tool
management overheads.

WHAT IS CNAPP?
A cloud native application
protection platform (CNAPP) is
a platform offering that enables
enterprises to build and run secure
cloud applications. With CNAPP,
companies can identify, prioritise
and remediate risks in public cloud
infrastructure. CNAPP provides
visibility into both the cloud
infrastructure and the workloads
that run on it.
It provides a single,
comprehensive security solution,
bringing together the capabilities
otherwise provided by multiple
tools, to address cloud application
risk holistically.
HOW CNAPP HELPS
CNAPP helps secure public
cloud use for enterprises by
consolidating the capabilities
that, until now, were provided by
a series of individual products in
one platform. Think cloud security
posture management (CSPM),
cloud infrastructure entitlement
management (CIEM), and cloud
workload protection platform
(CWPP), to name but three. It
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pulls into a single data source
these multiple different discipline
areas, enabling organisations to
identify and prioritise risks in their
environment.
A CNAPP solution can, for
example, provide insight into
misconfigurations, excessive
permissions, vulnerabilities and
other security detractors that have
already happened, so they can
be pinpointed and addressed.
It can also identify, by assessing
security across those multiple
discipline areas, risks that will
most likely lead to future security
incidents, so they can
be prioritised and mitigated.
This consolidated approach to
cloud security can dramatically
simplify risk management for IT
and security teams. A CNAPP can
tie together individual incidents
and occurrences to present cause
and effect. That way, security
operations can understand what
has happened, why it has, where
the vulnerability is and what needs
to be done. This brings together
the work, of what may have been
five or so different tools and a
lot of manual effort piecing data

together, to arrive at a single,
complete picture of a security
incident. As a result, enterprises
can gain superior insight into
incidents and risks for more
effective operational management
and strategic planning.
Of course, the earlier in the
development lifecycle cloud
security issues can be identified,
the better. If something has to be
fixed after it has been deployed,
it can mean costly reworks and
rerunning of quality assurance
testing. Through the seamless
integration of a CNAPP solution
into developer workflows, risk
identification, and therefore
incident aversion, is made possible
at the time of coding.
A NEW FUTURE
FOR SECURITY
With CNAPP, enterprises
can gain complete security
coverage for today’s cloud
environments. Together with a
zero trust approach, CNAPP helps
organisations evolve their security
from the perimeter approach
of the past, to one that protects
cloud native applications and
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services. CNAPP is an ideal
platform approach for security
teams that need to quickly and
efficiently identify and prioritise
risks, understand how to remediate
incidents and build security risk
management into solutions at the
time of development.

50

August 2022

Shining a light on
privacy by design.
On April 6, 2022, the U.S.

government announced
that it had secretly removed
malware from organizations
around the world to
preemptively prevent a
Russia-backed cyberattack.
It was just the latest move by
the Biden administration to
protect critical infrastructure,
as well as business and
government operations,
against cyber spillover
from the military conflict
in Ukraine.

However, it doesn’t take a cyberwar to cause a data breach,
as news headlines regularly attest. Any individual’s data is at risk of being
exposed. As only one recent example, in mid-2021 a hack of a major
telecom provider leaked records of nearly 8 million customers –
plus another 40 million noncustomers.
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By John Holmes,
Chief Legal Officer,
Forcepoint.
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Shining a light on
privacy by design.
These events are reminders of
how globally interconnected our
networks, supply chains and daily
lives have become. More than
one-half of the world’s population
– approximately 4 billion people
– own a smartphone. Individuals
and businesses generate an
estimated 97 trillion gigabytes of
data a year. In this Data Economy,
social media content, personal
fitness stats, web searches and
more can be captured, shared,
sold – and hacked – at a dizzying
pace. It’s no wonder people feel
they have less and less control
over what happens to their
information. Organizations need
to respond. Privacy must become
a priority for all enterprises and
agencies. First among them are
providers of technology solutions
and services. In particular, these
organizations must embrace the
concept of “privacy by design.”
DATA PRIVACY
ACCELERATORS
Privacy issues revolve around
personal data or personal
identifiable information (PII).

Definitions of PII vary, but in
general it refers to any data that
permits the identity of an individual
to be directly or indirectly
determined. That could include
name, location, IP addresses,
medical details, financial or
other account data, government
identifiers (e.g. driver’s license,
social security number),
and biometrics. Beyond
geopolitics and the ever-growing
scourge of cybercrime, a number
of factors are escalating the need
for stronger privacy:
U.S. regulations – The United
States lacks a comprehensive,
federal-level privacy law. Instead,
the federal government of the
United States takes a sectoral
approach, with laws directed
to specific industries, from the
Health Insurance Portability and
Accountability Act (HIPAA) to
the Fair Credit Reporting Act
(FCRA), to address aspects of
privacy. But California, Colorado,
Virginia, and Utah have enacted
comprehensive state-level privacy
laws, and several other states
have privacy laws in committee.

EU regulations – The General
Data Protection Regulation (GDPR)
is the world’s most prominent
privacy law, granting individuals
significant rights and control over
their PII. Most notably, it restricts
transfer of personal data about
Europeans to destinations outside
the EU, unless a valid international
transfer mechanism is in place.
COVID-19 – The COVID-19
pandemic raised the stakes on
cybersecurity and, by extension,
privacy when it transformed how
organizations function. Businesses
suddenly had to field a remote
workforce, connected through
dispersed endpoints and cloud
applications. They also required
new, digitally enabled ways
of interacting with customers.
Enterprises now need more
effective means of securing their
perimeters, reducing their attack
surfaces, and preventing data loss.
Customer demands –
Cyberattacks, regulations and
a global pandemic aside, a
primary driver of stronger privacy
is simple: customer demands. In
a recent KPMG survey, 86% of
respondents said data privacy

is a growing concern, and 68%
said they’re concerned about the
level of data being collected by
businesses. Customers want to
know who has their information,
how they’re using it, whom they’re
sharing it with, where it’s stored,
where it flows to, and how it’s
being protected. Enterprises that
fail to recognize the importance
of, and respond to, these concerns
risk losing business to those that do.
KEY QUALITIES OF STRONG
PRIVACY BY DESIGN
To better ensure privacy and
retain customer trust, providers
of digital solutions and services
must embrace privacy by design.
Privacy by design calls for privacy
to be considered in every aspect
and phase of a company’s
operations, solution design, and
engineering. The goal is to make
strong privacy a corporate priority
and ensure it is the default position
in any operations, technology,
product, or practice, allowing
an organization to make privacy
efforts proactive rather than
reactive. A key reason privacy by
design must be central to digital
solutions and services is that
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these products typically process
personal data of employees and
customers. That could be HR data
in a central ERP system or customer
information in a CRM system.
For cybersecurity solutions, it
could involve employee behavior
monitoring to look for anomalous
network usage. But it can even
show up in places we might
not immediately consider, like
customer PII flowing through a
coffee retailer’s WiFi network.
When assessing a high-tech
provider’s privacy-by-design
maturity, look for these qualities:
Privacy impact assessments –
Privacy by design begins with a
thorough privacy assessment to
identify potential cybersecurity
issues as well as what personal
data might be gathered and how
it will be handled, protected,
and stored. Choices should be
made at the outset of application
development or onboarding of
a provider about which data is
needed for the product to function
effectively. No personal data
should be captured or provided to
a third party that isn’t absolutely
necessary.

Data anonymization – Data
anonymization is a form of data
sanitation that removes PII from
a dataset so that any individual
associated with it is obfuscated.
That can be achieved in a
number of ways, but in general it
means replacing personal data
with a random number in such
a way that the dataset can’t
be de-anonymized. The data
is completely de-associated
from individuals, and there’s no
achievable way of ever reassociating it.
Pseudo-anonymization – There
are situations when anonymization
isn’t possible to fulfill the
organization’s needs or is an
effective approach, such as when
monitoring network traffic for
anomalous behavior. In these
cases, pseudo-anonymization
offers a solution. A cybersecurity
provider processing PII on a
client’s behalf, for instance, can
use encryption to de-associate
data from individuals but allow
the client to hold a cypher
key to re-associate the data if
necessary. An effective solution
would enable the client to
custom-configure the service to

conform to privacy laws in various
jurisdictions. It’s worth noting that
pseudo-anonymization is highly
recommended within the GDPR
and the European Data Protection
Board’s Recommendations on
Supplementary Measures as an
appropriate data management
technique.
Data governance – Privacy by
design dictates that digital solutions
distinguish between the data
processor – the vendor providing
the software or service – and the
data controller – the enterprise
or individual who owns the data.
Whenever possible, digital solutions
should allow data owners to retain
full control and manage their own
data in their own environment,
encrypting or otherwise restricting
access to maintain the highest level
of privacy.
Proof of privacy – Digital solutions
should also provide means of
demonstrating that they enable
the customer to implement privacy
controls. This can involve business
rules that limit the number of
administrators who have access
to data or that establish a superadministrator who has control
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over admin rights, such as who
has permission to unmask pseudoanonymized data. Processes and
partners – Privacy by design
doesn’t just involve application
development and engineering. The
approach is effective only if privacy
concepts and controls are baked
into the organization’s businesswide practices and processes.
Every line of business must adopt
a privacy mindset to ensure that all
aspects of the business are geared
to preserving privacy. Likewise,
privacy expectations must extend
to the provider’s contractors,
suppliers, and partners.
PRIVACY AS AN INDUSTRY
MINDSET
Ultimately, the approaches and
actions that achieve strong privacy
won’t be achieved by any one
organization alone. Rather,
effective privacy requires the
commitment from all organizations,
especially providers of digital
products and services, in an
ecosystem of data privacy. In
this way, privacy by design will
become less a product or vendor
feature and more an industry
mindset and methodology.
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How to expand
global operations
securely.
In 2022, we continue to live with the effects of the COVID
pandemic and the new short- and long-term challenges and
opportunities it brings to enterprises large and small. On top of
that, the Ukrainian crisis has dealt a further set of complexities
and considerations.

The multiple new ways that people
work and communicate seem to be
here to stay, resulting in an impact
on where and how people go
online and the expectations they
have for accessibility and speed.
At the same time, technology
continues to advance while the
creation and consumption of data
for work is growing faster than
ever before. This is bringing to
the fore challenges around data
privacy and data compliance, as
well as the security of the cloud.
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How to expand global
operations securely.
However, these constraints are
not deterring companies’ desires
to expand globally. According
to a recent study by King’s
College London, 68% of global
entrepreneurs surveyed adapted
their plans for the business and
almost 40% saw new business
opportunities during the pandemic.
These opportunities are diverse
and include digitalization, health
and well-being, local supply chain
bolstering, sustainability and new
business models. But while the
internet is a great enabler of all
this growth and innovation and
an amazing global platform for
commerce, expansive talent pools,
news and information - there is
the need for some caution. There
are four practices for businesses to
adopt in 2022 to grow securely.
ENSURE YOU ARE SAFE
IN THE CLOUD
For many businesses the pandemic
was the catalyst to move missioncritical IT resources from their
premises to a third party host
to manage instead. According
to Gartner, global expenditure

on public cloud providers is
estimated to have risen from
$270bn (£200bn) in the first
year of the pandemic to more
than $330bn in 2021. But it’s
not a one-size-fits-all approach
and there are implications such
as cost when it comes to dataegress fees and also security of
that data. Adopting Zero Trust
solutions to guard your networks
and your applications can give
your entire ecosystem of users
faster, safer access to your
corporate resources. For example,
a common remote work pitfall
is an employee working from
home failing to access their work
networks through secure methods
or falling victim to phishing and
malware attacks.

Zero Trust architecture trusts no
one and nothing - assuming that
there are attackers both within and
outside of the network. This means
every device trying to access your
corporate networks is authorized
per application they access, users
are continually re-verified and
access to resources is restricted
as applicable.

STAY DATA COMPLIANT

Different governments have
different ideas and different
requirements, which can differ for
different data sets. The regulatory
challenges are only getting more
complicated. Maintaining data
compliance isn’t just a matter of
protecting yourself legally, either.
Data breaches can expose trade
secrets and other confidential
information, causing major harm
to your business or organization
and even to your customer or
end user.
Thankfully, the data compliance
challenges you will likely face
tomorrow can be mitigated by
understanding exactly what you’re
up against and developing a
robust data security plan before
issues arise.
Step one is ensuring you
comply with any necessary
legal frameworks and abide
by government regulations you
operate in. The EU leads the way
for regulatory implementation,
such as the introduction of General
Data Protection Regulation
(GDPR), which is also being

replicated in the U.S., through the
California Consumer Privacy Act
(CCPA).
Recent rulings around data
privacy from the EU including the
(so called) Schrems II decision,
require rigorous treatment of
personal data including strict
limitations on its processing within
the EU. Various mechanisms exist
such as ensuring that all metadata
that can identify a customer stays
within the EU as well as providing
comprehensive encryption of data
and special handling of private
keys which protect data.
Localizing data allows
organizations to control where
their traffic is serviced for the
purposes of meeting EU or
other regional data localization
requirements. Organizations
need compliance with local data
localization expectations and they
need fast, secure experiences
for end users. It’s crucial that you
choose to work with privacy-first
product and service providers that
ensure your data is secure and
abides by regulations while also
enhancing your performance.
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A rigorous and granular approach
to data localization is required,
making it easy for different sized
businesses to set rules and controls
at the internet edge, adhere to
compliance regulations, and keep
data locally stored and protected.
BUILD A HIGH-PERFORMANCE
DIVERSE TEAM
Following a turbulent time of an
ongoing pandemic, adjusting to
remote work, and the ongoing
global threats, it’s more important
than ever to commit to driving
diversity and inclusion throughout
your company.
Diverse teams are more effective,
innovative, and better positioned
to drive growth, and without an
equitable and inclusive working
environment diverse teams
can’t thrive.
Be proactive in providing
platforms and other resources for
the diverse voices that make up
your organizations. At Cloudflare,
employee groups such as
Womenflare and Afroflare have
become invaluable resources for
giving diverse voices a forum to

discuss challenges, talk about
how they are feeling and create
resources and allies that they
can utilize.
It’s important that you take the time
to understand the culture of any
new, and sometimes unfamiliar
market overseas at the early
stages of your operation too.
Speak to local experts, partners
and suppliers, as there will be
local cultural rules that are country
and region specific, which will
be crucial for you to understand
before taking on a new customer
and employee base.
You’ll need to tailor messages,
payment methods and sales
cycles for customers and consider
employee engagement, religion
and language needs to give
the local culture the respect it
deserves. Implement an in-country
hiring team to find the right leader
and new hires that understand
the nuances at play so that the
business can scale effectively
and efficiently.

SCALE EFFECTIVELY
AND SAFELY
Expanding globally comes with
multiple challenges and complying
with evolving regional data
privacy and security requirements
isn’t easy. In order for you to scale
effectively and safely you need to
consider companies that can assist
you with your growth and help
you to do this securely.
Privacy and security must come
hand in hand with universal
connectivity. You need to align
with vendors that give you the
tools to easily build privacyrespecting applications and scale
efficiently. Regulators and vendors
have to adapt to help businesses
meet the heightened bar of
regulatory requirements.
Work with a reliable, committed
vendor that embraces and
adopts the standards that the EU
has laid out. Expect and verify
a full commitment to protecting
personal data on the part of your
vendor. The world has changed
substantially from one where
vendors would routinely sell your
data onwards as part of their
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business model, to one where
you can expect full protection
of your vital organizational and
personal data.
GROWING OPTIMALLY
IN 2022
International expansion is an
exciting time for any business
therefore it is crucial that security
and performance are considered
at every step. In order to grow
optimally, it is imperative to remain
data compliant, implement Zero
Trust solutions, speak to local
experts in any new region and
hire a diverse team in order to
continually innovate but protect
networks in the process.
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Having your finger
on the pulse –
Ransomware trends
in the healthcare
industry.
In the past few years, ransomware has continued to overwhelm
organisations. Although almost every industry has experienced
an unprecedented influx of threats, the healthcare industry has
been particularly susceptible to ransomware attacks.

Ransomware attacks on healthcare
organisations nearly doubled
in 2021, with 66% of these
organisations experiencing at least
one attack in the past year. This
influx has also created significant
concerns in the industry in regard
to data disclosures.
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By Paul Prudhomme,
Head of Threat Intelligence
Advisory at Rapid7.
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Having your finger
on the pulse.
At its core, ransomware is a
calculated and measured attack,
aimed at causing maximum
damage. Most ransomware
attacks are not random; threat
actors tend to know their targets,
the types of data they might hold,
and what assets to encrypt and
compromise. This allows attackers
to strike at the most critical sections
of an organisation’s network,
thereby causing maximum
disruption.
As healthcare organisations
manage a plethora of sensitive
and valuable data, it’s critical that
organisational leaders understand
the frequent trends of data
disclosure in a ransomware attack
and identify the types of data that
are the most vulnerable to
such attacks.
DATA DISCLOSURE HAS
BECOME A PRESSING
CONCERN
Over the last year, ransomware
attacks have evolved from the
basic principle of: breach a
system, encrypt files, and demand
a ransom payment in order to
unlock them. Threat actors often

spend time in the victim’s system,
collecting and exfiltrating sensitive
data, with a plan to disclose the
data for additional financial gains.
Ransomware data disclosure
typically occurs in two stages.
Initially, attackers compromise a
sample of the encrypted data to
make the threat credible to the
victims and force them to pay the
ransom. The second stage involves
disclosing or selling the data to
other bad actors, which makes the
organisation potentially vulnerable
to future attacks.
Data disclosures are becoming
a common trend for ransomware
gangs to earn a quick pay
day. This is mostly because
organisations are increasingly
relying on data backups to
avoid ransom payouts. Backups
allow victims to restore the files
that have been encrypted, but it
doesn’t provide protection against
data disclosure. So, disclosing
data often allows threat actors
to receive financial gains from
their attacks, even if the victim
doesn’t pay the ransom. In cases
where the victim does pay, data
disclosure serves as a means of

double extortion. It goes without
saying that leaked data can
have crippling consequences for
healthcare organisations, as these
organisations record critically
sensitive data such as medical
information, patients’ personal
data, financial data,
and other confidential information.
Any disclosure can potentially
destroy the organisation’s
credibility as well as compromise
their relationships with patients,
employees, partners, and vendors.
So, how can healthcare
organisations take steps to protect
themselves from the growing
threat of data disclosure driven by
ransomware attacks? The first step
is to identify the types of data that
are the most susceptible.
THE MOST FREQUENTLY
DISCLOSED DATA TYPES IN THE
HEALTHCARE INDUSTRY
As part of our continued research
at Rapid7, we investigated 161
data disclosures in separate
ransomware incidents across
various industries, taking place
between April 2020 and
February 2022. In the healthcare
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industry, there was a clear trend
of disclosures. Internal finance
and accounting files were the
most common data types in
healthcare disclosures, with such
data occurring 71% of the time.
Customer and patient data were
disclosed in 66% of the incidents,
with sales and marketing data
occurring in 19%.
Now the big question is why
these categories of data are
more frequently disclosed than
others. We have found that this
is mostly because of the value
factor. Healthcare organisations
record a large volume of financial
transactions from patients and
insurers. They also maintain a
high volume of accounting data,
as they often spend heavily on
purchasing tangible resources
from vendors.
Similarly, customer and patient
data also has a high ‘sales’ value
for threat actors, as private user
information can allow attackers
to craft future attacks and longer
attack chains.

Also, in terms of double extortion,
disclosing a portion of such
sensitive data can often force
victims to meet ransom demands.
BUILDING STRONGER
RESILIENCY AGAINST
RANSOMWARE THREATS
In order to mitigate the threats
of double extortion and data
disclosure, organisations must
move beyond backups. It’s
imperative that healthcare
organisations introduce more
proactive strategies into their
security infrastructure, including
stronger encryption and network
segmentation.
Network segmentation divides
the enterprise network into
microsegments, with each segment
and its different applications
isolated from each other. To
access different network segments
and applications, users need
to constantly validate their
identities and access privileges
– thus restricting a threat actor’s
lateral movement. Also, using
stronger encryption methods
and algorithms in databases
can potentially hide the data
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behind longer and more complex
encryption keys. These strategies
will help organisations to contain
the damage if a breach does
occur, and potentially stop
attackers from exfiltrating
critical data.
It is also evident that some types
of data need more protection
than others. Data centres or
applications that contain these
vulnerable data types must not
only be micro-segmented, but
they must also be safeguarded
with automated threat intelligence
solutions that can detect, report,
and eliminate potential threats in
real-time.
In some cases, disclosure is often
an inevitable reality. Therefore,
businesses should always have a
response policy and strategy to
effectively guide their actions in
such scenarios. With ransomware
threats soaring every year,
these practices can go a long
way in protecting healthcare
organisations and mitigating the
potential impact of an attack.
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Why browser
isolation is
the future of
cybersecurity.

With the move from
traditional tools to methods
like Pixel-Pushing, here’s
what you need to know
about this robust form
of defense.

The surge in remote working due to
the pandemic has also resulted
in an exponential increase in the
security risk posed by employees.
Today’s virtual workforce operates
beyond a business’ usual
safeguards, leaving organizations
more vulnerable to cyber-attacks.

Yet most businesses and
government departments continue
to stake their cyber security on
their employees making safe
online choices. As such, all it
needs is one bad decision to take
down an organization’s security
defenses and cause potentially
irreparable damage both to a
company’s reputation and its
bottom line.
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By James Derbyshire,
Browser Isolation expert
or Garrison.
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Why browser isolation is
the future of cybersecurity.
The growing risk posed by
employees comes at a time
when cyber-attacks like phishing
scams and ransomware are
becoming increasingly complex
and commonplace, accounting
for over a third (36%) of all the
data breaches in 2021 according
to Verizon’s latest Data Breach
Investigations Report.
What’s more, web‐based attacks
are also on the rise. Google Safe
Browsing lists over two million
known websites as dangerous,
but the real number is likely to be
far greater.
The result is that employees,
especially high-risk staff such as
those with privileged or sensitive
data access, are more likely than
ever to be the target of malicious
attacks, which means that
organizations are more vulnerable
than ever before.

WHY TRADITIONAL IT
SECURITY CAN’T CONTEND
WITH MODERN DAY THREATS

Browser Isolation to protect
themselves from known and
unknown cyber threats.

Historically organizations
have relied on security tools,
like firewalls and web filters,
that protect against known
threats. However, today’s
threat landscape is filled with
new, increasingly sophisticated
malware, which traditional
methods struggle to defend
against. Many companies are also
looking to up their user training as
a potential solution to increased
threats, but the reality is that even
the most conscientious employee
can slip up and fall victim to a
well-disguised cyber-attack. All it
takes is a single mistake from one
employee to put sensitive data in
the hands of a cybercriminal.

Browser Isolation works by
removing all contact between
an employee’s computer and
the internet. Instead, there is a
remote machine that accesses the
web pages on behalf of the user,
and then delivers a safe, clean
version in the form of a video
stream, known as Pixel-Pushing.
For the employee, there is no
discernible difference when going
online, but for the organization,
the implications are huge; by
separating an organization’s
internal network from risky
web pages, Browser Isolation
completely removes the threat of
attacks, meaning enterprises can
keep their data secured and their
reputations intact.

INTRODUCING BROWSER
ISOLATION
The rise in sophisticated attacks is
the reason that forward-thinking
organizations – from large
enterprises through to government
departments – are turning to

PIXEL-PUSHING FOR FULL
BROWSER ISOLATION
Pixel-Pushing is a Zero-Trust
solution. It completely separates
potentially malicious web code
from the user’s device so that
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rather than viewing the original
website, the user only ever sees a
series of images.
Browser Isolation also exists as
‘Partial Browser Isolation’ solution,
which turns website code into
smaller subsets of information,
removing any malware before
sending it back to the user’s
device. The biggest shortcoming
of this is that it is a porous solution
that doesn’t offer full protection for
users. In other words – it always
lets some of the original web code
through, so an organization can
never be completely assured of
how secure any solution is.
An added complication is
that partial Browser Isolation
has limited compatibility with
multimedia content like videos,
resulting in a limited browsing
experience. This inaccessibility of
content can create challenges for
employees struggling to access
the content they need to perform
their jobs and a headache for
IT who may find themselves
facing increased complaints. Full
Browser Isolation on the other
hand means that users are always
one step removed from potential

malware, providing organizations
with robust, uncompromised
security, while employees are
given a seamless web browsing
experience.
THE BENEFITS OF FULL
BROWSER ISOLATION
Additional protection
for high-risk employees
Cyber-attacks tend to focus on
the employees that have access to
the most sensitive data or systems,
such as senior staff and finance
teams. Whereas today’s most
commonplace security tools focus
on restricting web access for these
groups, Browser Isolation enables
full web access, but without
compromising on security.
Removing the onus
from employees
Organizations continue to try to
educate users about potentially
unsafe behavior, but at the end
of the day, employees are not
security experts and threats can
be hard to detect for the average
person. The use of a Full Browser
Isolation solution means that

employees access emails and
web content in a completely safe
environment, allowing them to
follow links and open attachments
safely and without the pressure
of having to take daily security
decisions that could put their
organization’s sensitive data and
systems at risk.
Unlimited web access
Security conscious organizations
often look to restricting access
to certain websites as a way
of protecting against malware.
However, with over 1.9 billion
sites online at the time of writing,
as well as limited available
security information, classifying
websites with confidence and
at pace is an almost impossible
task for IT teams. This can
lead to increased vulnerability
if restrictions are too lax, or
employee frustration if restrictions
are too heavy-handed.
Browser Isolation solves this
issue by enabling users to access
any website safely, regardless
of its security status. As a result,
organizations can improve
business operations by giving
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their users unlimited access to the
web, but without increasing risk,
and IT teams aren’t faced with the
ongoing challenge of deciding
what constitutes a safe website.
PIXEL-PUSHING – A SECURITY
SOLUTION YOU CAN TRUST
Today’s ever-changing threat
landscape means that private and
public organizations need to think
differently about their security
if they are to comprehensively
protect their critical data and
systems from attacks. Traditional
techniques that rely on detectionbased technology and human
judgement leave organizations
vulnerable to attacks that could put
sensitive data in the wrong hands,
or even cost them their business.
Browser Isolation via Pixel-Pushing
gives organizations peace of
mind about their web security by
delivering full security, usability, IT
simplicity, and cost-effectiveness,
but without impacting the user’s
browsing experience.

DELIVERING
EV CHARGING
INFRASTRUCTURE
TO MEET 2030 NEEDS.

Those responsible for the deployment of
EV infrastructure need to understand their
user’s needs, which should inform long-term
roll-outs, and design procurement processes
that incentivise charging point providers
to deliver quality long-term deployments.
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Why you
shouldn’t
practice
unprotected …
With phrases like ‘new normal’ being bandied about in our
daily lives, there’s a tendency to forget about the finer intricacies
of how COVID-19 has changed the way we do business. Yet the
nature of how the workforce now interacts with its employers has
opened companies up to far greater risks of cyberattack.

Historically, a ‘castle and moat’
approach to cybersecurity has
been the go-to strategy. As long
as you were barricaded inside the
‘castle’ and happy to make the
necessary investments, company
infrastructure of servers provided
sophisticated cybersecurity options
that acted as a defence
against siege.
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Why you shouldn’t
practice unprotected …
But the pandemic changed all
that. As companies were forced
to change their ‘ways of working’
and allow staff to work from
home, they weakened themselves
due to the lack of infrastructure.
Even though businesses required
employees to continue to work
in a creative and collaborative
manner, security policies weren’t
agile enough to allow them to do
so. Location became the biggest
threat to cybersecurity as staff
started connecting with data from
a variety of locations.

This change in perimeter –
essentially removing the moat and
even the castle walls – has led
to increased security threats as
employees access sensitive data
through unsafe Wi-Fi networks
and use personal devices for
work. Surveys show that almost
half of employees ‘admitted to
transferring files between work
and personal computers when
working from home’ during the
pandemic, which is extremely
poor safety practice.
The outcome is that cyberattacks
are at an all-time high – the
Cyber Security Breaches Survey

2022 report from the Department
for Digital, Culture, Media and
Sport (DCMS) highlighted a
rising frequency in cyberattacks,
with almost two in five businesses
(39 per cent) experiencing
cybersecurity breaches or attacks
in the last year. Phishing attacks
are the most prevalent, but
malware, ransomware, denial
of service attacks and other
breaches are also common. Small
businesses – whose data may not
be backed up – are especially
susceptible to ransomware and
denial of service attacks because
they are typically not equipped
to absorb these attacks. Attackers
can often count on ransoms being
paid as the cheapest and easiest
way for businesses to regain
access to their files, as they look to
get back to being fully operational
as quickly as possible.

COVID-19, and it can be hard
to justify spend on something
‘invisible’ like security protocols.
But, when weakened systems (due
to lack of infrastructure) combine
with unencrypted file sharing,
use of weak passwords and a
lackadaisical attitude to create
a perfect storm of poor security
practices, the results are inevitably
increased security risks. And it’s a
vicious cycle – poor practices fuel
increased attacks and so on.

In short, businesses, particularly
SMEs, are not doing enough
when it comes to their own
protection; in fact, many lack
the necessary expertise in
cybersecurity. Of course, it didn’t
help that businesses around
the world had to cut down on
their outgoings as a result of

Strategies like two-factor
authentication and physical
identification (e.g. FaceID, VoiceID
or Fingerprints) aren’t costly,
and stronger endpoint protection
solutions are required for devices
when working remotely; laptops,
mobile phones, etc. VPNs hide
your online identity and encrypt

So, where companies might have
dialled down their defences, they
need to be ramping them up and
investment needs to come in three
areas; improving the tooling in
place, improving the attitude of
employees to security risks and
investing in the right expertise
that can support your business’s
cybersecurity.
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your traffic, preventing attackers
from using your connection to
harvest confidential information.
Enterprise applications
accommodate the needs of an
organisation, allowing employees
to collaborate securely, anytime,
anywhere.
Education is also crucial. Rather
than staff losing sight of security
concerns and complacency
creeping into everyday practices,
companies should be embarking
on in-house training for their teams
to improve their online safety
knowledge and flag the types of
scenarios to which staff could fall
victim (as outlined above). This
approach ensures staff are aware
of current practices around data
infringement and, by keeping
this as a priority in the eyes
of employees and having the
right measures in place, internet
behaviour can improve.
The ideal business cybersecurity
tech stack will feature layered
security measures that include
perimeter security (such as
firewalls), strong endpoint
protection, authentication
protocols and more, but for

business leaders who are looking
for a place to start, steps can be
taken towards improving digital
security. These include:
· Security awareness training:
training employees to become
more aware of attackers’ methods
is a great way to reduce the
number of successful breaches,
especially phishing attacks.
Smaller businesses can have
their employees sit on security
awareness courses externally
or online.
· Secure email gateways: these
are security solutions that provide
initial protection, between internet
and inbox, and block suspicious
mail from reaching employees.
This provides effective protection
against spam, viruses, malware
and ransomware attacks.
· Endpoint protection platforms:
this technology protects endpoint
devices – laptops, smartphones,
tablets, and all other devices
that obtain data – from malware
attacks and ransomware attack.
Examples include CrowdStrike
Falcon, F-Secure and Microsoft
Defender.

· Password management
technologies: businesses can
make the task of implementing
strong passwords and regular
password changes easier by
using specially designed platforms
that allow users/employees
to generate and store different
passwords for multiple accounts in
one encrypted vault. This reduces
the need to remember passwords
manually and reduces the chance
of employees having the same
password for everything.
· Identity and access
management: two-factor and
multifactor authentication improve
help businesses’ security measures
by getting each user to provide
their identity and establishing
authorised access before they
can access certain data. Software
providers include SailPoint,
CyberArk and Azure AD.
Otherwise, the market is
burgeoning, with a growing (and
promising) trend of businesses
looking to add to their security
teams. From small information
security companies looking for
people who manage governance,
risk and compliance, to large
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telecoms companies recruiting
Heads of Cybersecurity, Architects
and Information Security
Consultants, this type of investment
is invaluable.
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How SMEs can
protect their
websites against
increasingly
automated
cyber attacks.

A recent study analyzed more than 14 million websites
worldwide to determine the current state of the internet,
and the findings are more than a little disturbing. Case in point:
It is estimated that there are currently 4.1 million websites
infected with malware.

August 2022

By David Mahdi, Chief
Strategy Officer and CISO
Advisor, Sectigo.
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How SMEs can protect
their websites.
But an even more worrying figure
is that twice as many cyber threats
were recorded in 2021, compared
to 20201.
There are many reasons for this
rapid proliferation of online
security threats. Start with the
global COVID-19 pandemic and
the shift to remote work that it
ushered in, which revealed many
weaknesses in cybersecurity that
bad actors could take advantage
of. The current geopolitical context
– in which tensions between a
number of nations around the
globe are running high – has also
contributed to this explosion of
malicious cyber activity.
The net result? Ransomware,
phishing, account hacking, and
other cyberattacks aimed at
stealing user and corporate data
will most likely continue to increase
in the coming years.
As if this wasn’t enough to
worry about, a paradigm shift is
beginning to take place in how
attacks are carried out: There is
a growing automation of
online attacks.

Who are the preferred targets?
According to the ANSSI (the
National Cybersecurity Agency of
France), a range of SMEs (Small
to Medium-Sized Enterprises) are
the first entities to be affected,
representing 34% of victims in
2021. That is precisely why they
need to better understand the
threats they face.
SMALL BUSINESSES, MORE
FRAGILE THAN EVER
First of all, let’s remember that
websites are attacked on average
nearly 63,000 times a year, 172
times a day, or 8 times per minute
worldwide. Those are figures that
should give any CIO pause.
Among these affected companies,
SMEs have been identified as the
most vulnerable, but they are not
necessarily always aware of it.
Attacks against SMEs increased
by 53% in 2021 compared to the
previous year, yet almost half of
SMEs think they are too small of a
target to be attacked. Meanwhile,
half of them have already been
victims of attacks.

The consequences of these attacks
can be severe, handicapping
these companies in both the
short and long term. Beyond the
damage caused by the attack
itself, such as the loss of sensitive
data or intellectual property,
there are many other negative
ramifications.
For starters, an attack can result
in the degraded performance or
even the total unavailability of an
SME’s website, which makes any
digital interaction with its prospects
or customers impossible. Then,
there is the loss of time and the
drop in productivity that affects
employees who are deprived of
their work tools and/or have to
quickly manage an unprecedented
crisis situation.
Last but not least, there is the
broken customer trust and damage
to the reputation of the company,
which can lead to a loss of
revenue, or even the complete
closure of the company.
It is interesting to note the high
vulnerability of sites managed
with CMS (Content Management
Systems) such as WordPress, even
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though they are widely used by
SMEs. Easy to use, and requiring
little or no special knowledge in
website development, CMSs
offer the perfect solution to small
businesses looking to have a quick
online presence (blog, showcase
site, contact form, etc.), at a lower
cost. But this convenience comes
with some potential pitfalls.
Websites managed with
WordPress are 39 times more
prone to attacks than other
websites. Moreover, plugins
– those tools that allow you to
add extra features to websites
– also have an impact on the
vulnerability of the CMS. For
every 5 plugins installed on a
website, the risk of attack is almost
doubled. That’s because plugins
can easily be infected by a bot or
malware, offering a backdoor to
access the site’s data.

THE CONTINUING
GROWTH OF BOTS
If SMEs are already ideal targets
for hackers based on the above
factors, their risk profile has only
increased based on the new ways
these attacks are carried out.
We have gone from attacks
carried out in a manual
and targeted way to more
sophisticated attacks, some of
which are totally automated. The
main culprits behind huge numbers
of attacks today are bots, pieces
of code generated by hackers that
perform repetitive tasks.
While manual, targeted attacks
are less numerous, they are also
more dangerous because the
hacker usually attacks a very
specific target. But don’t get us
wrong: bots can cause plenty of
problems. This tool can become an
ultra-powerful vector, because bot
automation multiplies the strength
of an online attack, essentially
industrializing attacks in a way
never seen before. Thus, hackers
have a whole new arsenal at their
disposal, allowing them to carry
out various types of attacks, from
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simple email phishing aimed at
stealing passwords, to distributed
denial of service (or DDoS)
attacks, a technique that involves
overwhelming a service/website’s
servers to make it unresponsive or
unavailable. The numbers don’t lie.
In 2021, SMEs received 5.5 times
more visits from bots than from
real Internet users. That’s more
than 2300 visits per week per
website. Thanks to a single bot, a
hacker can reach thousands of IP
addresses. Additionally, according
to a study conducted by CyberArk
(2022), 68% of bots have already
had access to sensitive data and
assets. This trend is expected
to continue with the rapid
development of new technologies
based on AI. Attacks will therefore
intensify and their sophistication
will only continue to grow.
In the future, it will be increasingly
difficult to differentiate between
human and bot traffic. Beyond the
implementation of traditional tools
to counter them, such as updating
certificates and automating
cybersecurity systems, it is up to
SMEs to take the bull by the horns.

78

August 2022

Do goodwill
ransomware
gangs really exist?
Over the past few years,
ransomware has been
wreaking havoc across
the world and it continues
to be a prevalent threat
for almost every industry.
Ransomware attacks can
lead to severe consequences
for organizations and
businesses such as financial
losses, brand and reputation
damage, employee layoffs
or business closures.

In most ransomware attacks, ransomware operators encrypt data on a
victim’s network and hold it hostage in exchange for a ransom, which may
vary from hundreds to millions of dollars. If a company refuses to pay,
hackers can leak or destroy files or sell access to the compromised network
to third parties. However, ransomware operators sometimes resort to rather
unconventional methods to get their victims to pay.
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By Ekaterina Khrustaleva,
COO, ImmuniWeb.
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Do goodwill ransomware
gangs really exist?
For example, in May 2016,
a ransomware variant with
a “philanthropic” twist was
discovered that promised to
donate the ransom to a
children’s charity.

Another Robin Hood-like
ransomware strain called
“GoodWill” uses a more different
approach compelling victims into
performing good deeds instead
of paying thousands of dollars for
the decryption key. Like any other
ransomware, GoodWill encrypts
data on the compromised system,
but rather than demand a ransom
in cryptocurrency it forces the
victim to help the less fortunate by
donating clothes/blankets to the
homeless, feeding poor children,
and providing financial assistance
to anyone who requires urgent
medical attention (and share proof
of this on social media).
On first glance, the GoodWill
ransomware operators’ unusual
approach may seem like a noble
endeavor but demanding that
people perform acts of kindness
in order to restore their encrypted
files is still an invasion of privacy,
blackmail and manipulation.

In the past, some ransomware
gangs tried to improve their
image by using a “Robin Hood”
approach. In 2020, DarkSide, a
now-defunct ransomware group
behind multiple high-profile
attacks, including the 2021
Colonial Pipeline hack, donated
part of the ransom demands
that it had previously extorted
from its victims to two charity
organizations.
But despite the intent behind such
seemingly “altruistic” efforts, the
primary purpose of ransomware
remains the same: to extort money
from victims by blocking access to
their own data.
As ransomware-as-a-service
(RaaS) market is flourishing,
ransomware actors are constantly
evolving their tactics and attack
methodology to maximize the
impact of a successful attack.
According to a recent survey, 83%
of successful ransomware attacks
now include threats of double
and triple extortion to ransom
demands.

Double extortion is a tactic
where cybercriminals not only
steal an organization’s data but
also threaten to publish it if the
ransom is not paid. Under triple
extortion, threat actors demand
payment from those who may be
impacted by the leaking of the
compromised organization’s data.
Triple extortion can also include
additional attacks carried out
against the original target if the
company doesn’t comply.
The survey found that of
companies hit with ransomware
38% experienced attacks
threatening to extort customers
with stolen customer data, 35%
of attacks threatened to expose
data on the dark web, and 32%
threatened to inform customers that
data was stolen.
In addition, 16% of the
organizations that refused to
pay the ransom had their data
exposed on the dark web, and
18% of victims who paid the
ransom still had their data leaked.
Of those organizations that paid
ransomware operators, 35% were
not able to retrieve their data.
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Worse, given the division of
labor and collaboration between
different gangs on the global
cybercrime market, the gang
behind the ransomware attack
is usually not the only one with
access to the stolen data. Thus,
by accepting a payment from
the victim, they have no factual
means to guarantee that their
accomplices won’t suddenly leak
the data for fun or for profit.
Furthermore, a majority (72%) of
organizations surveyed admitted
that ransomware attacks are
evolving faster than the security
controls needed to protect
against them. It is predicted that
ransomware will cost its victims
over $265 billion annually by
2031, with a new attack hitting
consumers or businesses every
2 seconds.
With each year, ransomware
attacks become more and more
sophisticated. Ransomware can
hit any individual or industry, and
no business or organization is offlimits. According to some reports,
the number of ransomware attacks
increased by 100% in 2021 alone.
Furthermore, globally, the average

cost of a ransomware breach hit
a record $4.62 million (and this
figure didn’t even include the
ransom payment).
A threat as profitable as
ransomware isn’t going away
anytime soon, not least thanks
to the influx of ransomware-asa-service programs that require
no extensive knowledge about
breaking into computer networks
but allow to make a fast buck.
Hacking campaigns, such as
ransomware, can be easily
deployed via ransomware-asa-service now widely offered
by professional cyber gangs
to beginners. Concomitant
proliferation of cryptocurrencies
makes such crimes technically
uninvestigable, while law
enforcement agencies and
joint task forces are already
overburdened with nation-state
attacks and transnational targeted
attacks aimed to steal intellectual
property from the largest
Western companies.
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Therefore, organizations must
implement proactive protection
rules to minimize the risk of this
threat. These involve developing
a backup and recovery plan;
keeping the operating system and
software up-to-date with the latest
patches; maintaining up-to-date
anti-virus solutions; scanning
all software downloaded from
the internet prior to executing;
using caution when opening
emails; ensuring control over
the connection of external
devices, blocking unused ports
on protected hosts to prevent
unauthorized access; as well
as educating organization’s
employees on safety issues.
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Protecting
business
cloud
applications.

Companies continue to switch to more cloud-based services,
and this trend has only increased as workforces transition to
remote or hybrid environments. But, many organisations face
significant challenges in securing their cloud infrastructure.

To start, employees use numerous
devices – personal computers,
tablets, and smartphones – to
remotely log in to cloud services.
In fact, Gartner predicts remote
workers will use at least four
different device types for remote
working through 2024.

Many organisations also have a
multi-cloud strategy that sometimes
involves managing account
credentials for three, four, or
five clouds.
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By Gary Orenstein,
CCO of Bitwarden.

CONTINUE ON NEXT PAGE >

83

84

August 2022

CONTINUED >

Protecting business
cloud applications.
Large, global, distributed teams
accessing networks around the
world require thoughtful and
proactive credential management,
including enabling users with the
ability to generate strong and
unique passwords to prevent
breaches. According to a recent
report by Palo Alto Networks,
a majority of cloud accounts –
53% – allow weak passwords
consisting of under 14 characters,
while 44% of cloud accounts
allow the user to re-use a
password that is linked to another
account. And weak passwords
remain vulnerable to cyberattacks.
It may not come as a surprise,
then, to learn that the 2022 Thales
Global Cloud Security Study
found that 45% of organisations
had experienced a cloud-based
data breach in the past year.
It’s stated often, but bears
repeating: Passwords are a
critical component of security.
A strong password is one of the
first barriers to preventing a data
breach. Cyber-criminals who
guess a password can easily use
that password to escalate their
privileges and access highly
sensitive or business-critical data.

PASSWORD MANAGERS
HELP SECURE MULTI-CLOUD
ENVIRONMENTS

Solutions such as identity access
management (IAM) or single sign
on (SSO) help manage credentials
on company infrastructure or
known devices, but do not always
reach hybrid setups in employees’
homes and workplaces.
A versatile credential management
tool, such as a password
manager, is a much more cost
effective and secure solution.
Password managers enable
employees to safely access any
cloud service with a unique
password, reducing potential data
breach risks. With a password
manager, employees can securely
share credentials and navigate
login information across multiple
clouds securely.
The facilitation of secure password
sharing is crucial for companies
concerned about cloud security
- especially when considering
people tend to utilise insecure
methods for sharing passwords,
such as email, spreadsheets, text
messaging, and sticky notes.

Remembering lots of strong and
unique passwords manually is also
tricky, if not impossible, for the
average person. Because complex
passwords are hard to remember,
people tend to write them down
or store them on their computers,
which undermines the point of
creating a strong password.
Fortunately, password managers
obviate the need to remember tens
or even hundreds of passwords
and guard against inevitable reuse
that occurs with a large number
of credentials in play. While
practices such as password reuse
are common according to the
second annual World Password
Day survey, 32% of respondents
reuse passwords across at least
5-10 sites and indicators point to
employee awareness of security
risks. In the same survey, a
majority (64%) of respondents
said workplaces should provide
employees with a password
manager to protect credentials.
Clearly, there is an appetite for
leadership in this arena.

August 2022

WHAT TO FOCUS ON WHEN
SELECTING A PASSWORD
MANAGER
Organisations should prioritise
password managers that
offer some form of two-factor
authentication (2FA) because it
helps increase user security for
websites and applications. Twofactor authentication expands the
login process beyond a single
step, making it more secure than
simply using a username and
password. Most implementations
share codes that expire within a
set timeframe, adding additional
protection. Ideally, the password
management solution enables
2FA for vault access and for
individual websites and accounts
stored within the password
vault. Fortunately, 2FA has gone
global. In the World Password
Day survey, 73% of respondents
reported using 2FA for work
accounts and 78% reported using
2FA for personal accounts. This
type of familiarity indicates the
technological implementation
of 2FA could prove relatively
straightforward.

Another benefit conferred by
leading password managers is
their cross-platform accessibility,
which allows users to access them
from all types of devices. Password
managers should work across
phones, laptops, and tablets and
across multiple devices including
Widows, Mac, Linux, iOS, and
Android and many browsers such
as Chrome, Firefox, Safari, Edge.
There’s also the important matter
of end-to-end encryption.
How can organisations trust a
password manager to keep all
their secrets secret? The answer
lies in end-to-end encryption.
Any password manager worth
its salt should encrypt sensitive
data as soon as it enters into their
client - and be able to explain
the type of encryption it utilises
to both encrypt data and derive
encryption keys.
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And finally, a critical piece of the
puzzle: Password managers need
to be easy-to-use for every level of
user, from beginner to advanced.
When considering a large or
distributed employee-base, the
applications should be intuitive
and easy to deploy.
Navigating many different cloud
environments and many different
employees who are toggling
between many different devices
is hard, but getting a password
manager can make it easy.
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Want to prevent bot
attacks? Make sure
you understand
them first.
Businesses are confused about bot attacks. This, perhaps, isn’t
really their fault. For one thing, we use the term “bot” to describe
more than one thing. Ask the general public what is meant
by a bot attack and social media bots sowing misinformation
are likely to be the first that come to mind. They are also likely
to think that these bots are run by nation states, as part of a
disinformation campaign.

These social media bots are very
much real, but they are not the
bots most businesses should be
worried about. Instead, they
should be focusing on the bots
attempting to scrape content,
buy goods before any of their
customers can, or use lists of stolen
passwords to take over accounts.

Our research revealed that
many of these bot attacks go
undiscovered for as long as 16
weeks, and that all types of attack
are on the rise. Bot operators are
shifting their tactics to make sure
they avoid detection, attacking
APIs and mobile apps as well as
web sites.
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By Cyril Noel-Tagoe,
Principal Security
Researcher, Netacea
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Want to prevent
bot attacks?

There’s a reason that Sun Tzu’s
paraphrased advice to “know
your enemy” has survived the
centuries: it’s true. Unfortunately,
our research found that businesses
know little more than the general
public when it comes to separating
bot myth from bot fact.
WHAT BUSINESSES BELIEVE
ABOUT BOT ATTACKS
When asking businesses what
they knew about bot attacks,
there were several myths that stood
out, and were believed more
than others.

WAFs will stop sophisticated bots.
While Web Application Firewalls
(WAFs) are vital tools that help
mitigate against many attacks,
they do not mitigate against bots.
Firewalls are there to prevent
breaches and attacks that target
specific vulnerabilities, but bots
do not attack in this way. For
example, a “scalper bot” will buy
goods in much the same way as
an ordinary customer, but will do
it so much faster. In this situation,
a WAF won’t help as it’s the core
functionality of the application that
has been exploited. However,
basic bot mitigation can sometimes
be purchased as a bolt on to a
WAF solution, which may be the
source of this confusion.
DDoS protection will stop all
bot attacks. DDoS protection,
unsurprisingly, protects against
DDoS attacks, not against bot
attacks. This confusion likely
arises because DDoS attacks are
performed using a network of
compromised devices, also known
as a botnet. This activity is very
different from a bot attack, and
DDoS protection is no use against
scalper bots, scraper bots, and
the rest.

Bot attacks only come from Russia
and China. In fact, Netacea’s
research found that just over a
third of businesses have detected
threats from Russia and China.
Meanwhile, around half of the
respondents detected threats from
the US and the UK, and many
more have been detected from
throughout Europe. This myth may
be down to a misunderstanding
between the words “bot” and
“botnet”.
All bots are bought on the dark
web. This was true once, but no
longer. Bot operators are looking
to expand their operations, and
selling their bots “as a service”
to a wider audience means using
the clear web rather than the dark
web. Increasingly we see not just
bots but data dumps of usernames
and passwords made available
on the “clear web” and accessible
to anyone. The Genesis Market, a
prolific underground marketplace
for stolen credentials, may be
password protected but anyone
can visit.
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All bot users are criminals. Some
bot attack techniques are illegal,
such as card cracking (checking
stolen credit card details using
bots) and account takeover (using
leaked passwords to steal and
sell accounts). But many are not.
More and more, we see everyday
consumers using scalper bots to
buy limited edition products faster
than any human. While there are
legislators who are interested
in making this illegal, this is not
against the rules at the moment.

If businesses, for example, think
that they are fully protected
against bots because they have a
WAF and DDoS protection, they
are in for a rude awakening. Or,
worse, they will be none the wiser
when bots cause havoc, partly
explaining why bot attacks are
going undiscovered for weeks.
Our research found that, on
average, bots cost businesses
around 3.2% of online revenue,
for some this can mean the
difference between profit and loss.

TACKLING MISCONCEPTIONS

Not every business faces exactly
the same risk. Online retailers
are more likely to be targeted by
scalper bots. Streaming media
services may face challenges with
account takeover attacks, as bot
operators look to steal and sell
accounts. It’s therefore vital that
businesses understand exactly
how they are being targeted and
what can be done to prevent these
attacks.

These myths are common, and a
big problem. If businesses do not
fully understand the threat they
face, then they will find it very
difficult to do anything about it.
Businesses don’t necessarily need
to know every detail about the
threats they are trying to stop, but
they do need to understand the
basics so that they can bring the
right technology to bear.
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If an organisation does not
resolve this knowledge gap,
we already know the potential
consequences—customers
are dissatisfied, report lower
satisfaction rates, and may
move elsewhere. Meanwhile the
business takes a financial hit when
it loses customers and serves bots
rather than legitimate consumers.
Businesses need to know what
they are facing, and deploy the
right tools to stave off attacks.
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Principles of attack
surface protection:
Time crowns the
winner in security.
The principle of time permeates each aspect of attack surface
protection that this series has covered. Contrasted to the other
four principles — Discover, Assess, Prioritize and Remediate —
time is like the unrelenting ticking of the race clock. Every time
a new security gap is created, it is an all-out race between
attackers and defenders, with the winner taking all.

Respond too slowly, and
you’ll allow attackers into your
systems — no one will care that
your detection or prioritization
capabilities were top-notch.

Act before attackers, and victory
is yours. So how do you get
and stay ahead for every single
new security gap? Move quickly
through those vital stages of
securing the extended attack
surface, shorten the response time
and automate where you can.
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By Rob Gurzeev, CEO and
Co-founder of CyCognito.
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Principles of attack
surface protection.
TIME-RELATED RISKS FOR THE
STAGES OF ATTACK SURFACE
PROTECTION

Consider some of the principal
risks of time pertaining to
each aspect of attack surface
protection.
· Discover: For most organizations,
their external attack surface —
assets exposed to the internet — is
a mammoth, amorphous entity
where many risks are shrouded in
fog because they are in assets
unknown to or not managed
by, the security team. Time is
of the essence when attackers
are constantly pounding on
your server, especially when it
belongs to a subsidiary that you
didn’t know was yours. Without
good visibility, it can take weeks,
potentially even years, to learn
about unknown or unmanaged
networks, cloud environments and
even acquired subsidiaries.
· Assess: Organizations typically
assess the security of assets only
periodically: once a month, a
quarter or even a year. This gives
attackers plenty of time to find the
most attractive weak spots and

attack them. Testing assets more
frequently reduces the risk of a
breach by exposing your security
gaps sooner so security teams can
address them.
· Prioritize: Risk prioritization
requires classification of assets
by business purpose. This core
component of the prioritization
process is normally done via an
error-prone manual process.
Prioritization delays can be deadly
from a risk perspective, especially
with security teams swamped
by thousands of “urgent” alerts
lacking context on how much risk
they really carry.
· Remediate: Mitigating the
security gap, the last step for
protection, demands maximum
time efficiency from remediation
teams. Prioritization is key for
this step. Without a well-ordered
list of fixes, ideally informed by
business context and exploitability,
remediation teams lose time fixing
the wrong things.

SPEED UP THE CADENCE TO
IMPROVE PROTECTION
The timing of each stage of
protection has implications for
enterprise security. Testing, which
is the primary tool of assessment,
often follows a cadence similar
to an organization’s compliance
regime. Standards such as the PCI
Data Security Standard might
require scans or tests quarterly,
while other regimes might require
only a semi-annual or annual test.
Giving attackers three whole
months to find new security gaps
and exploit them is a lifetime.
This renders compliance regimes
essentially meaningless as security
guideposts. It may get you off the
starting blocks, but chances are
that the start of the race is the last
time you’re even in the race, and
attackers will find a way in well
before you can fix it. There are
thousands of offensive groups
scanning various assets all of the
time, so it’s really a situation where
your one team is in a race against
thousands of attacker groups.
That is why it is so important to do
everything you can to even the
odds. Speeding the cadence of
testing is one of these things.
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IMPROVING THE KEY
INDICATOR OF TIME: MTTR
Attackers continuously scan
IP ranges at large companies,
immediately exploiting what they
find. So, mean time to respond,
repair or remediate is a key
indicator of a security team’s
ability to control and reduce risks
in a timely fashion.
For instance, at one of our
customers, we identified a
15-year-old on-prem server
connected to its network. No
one knew the server’s purpose,
so no one ever unplugged it. It
functioned as an informal coffee
table. Our platform discovered it
was internet-exposed, easily seen
and could be compromised and
used in a lateral attack. Just finding
vulnerable devices like this one
can take months or years (if it’s
ever discovered) — an MTTR that
is unacceptably slow in today’s
high-risk environment.

CONCLUSION
Time is critical for attack surface
protection. Solid processes,
automated at scale, help
eliminate material risk faster for
immeasurably stronger security.
Focus on these three things as you
work to reduce your process times.
1. When attackers find something
before you do it will be exploited.
At any given moment, you need to
be able to identify — and report
to management — on your top
10 security gaps. These typically
create 90% of the business risk.
2. If your MTTR is measured
in months, slow attack surface
mapping and risk prioritization are
usually the primary culprits. Focus
on decreasing the time it takes to
find networks, applications and
cloud environments, especially
those you weren’t previously
aware of or don’t manage. And
find ways to contextualize assets
and risks.
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3. Your security teams are already
stretched to their limits. Empower
them with automated solutions
that accelerate the attack surface
protection process so they can
leverage their expertise where it
matters most.
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What is
Cyber Espionage
and what can
you do about it?
Ransomware attackers
are evolving—and so are
their motives. Here’s what
you need to know about
hacktivists and cyber
espionage.

States and governments have
enlisted hacktivists as their own
national “cyber espionage”
task forces, funding attackers
and handing them sophisticated
technology “weapons.” What
will the impact be of hacktivists
on the warpath? If history is any
indicator, entire governments
could be destabilized.
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By Andy Stone,
CTO-Americas
Pure Storage.
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What is
Cyber Espionage?
Online attackers using
ransomware as their weapon
of choice are at the top of the
cybersecurity headlines at the
moment—and with good reason.
These attacks have brought major
cities and hospitals to a grinding
halt. But while most ransomware
attackers are usually just out for
the ransom itself, attackers known
as “hacktivists” attack for reasons
besides money. And they’re
making a comeback.

“When you watch a film like ‘War
Games’ or ‘Hackers,’ they seem
childish—not as malicious as
they could be,” warned Hector
Monsegur, the well-known former
hacker, during Pure’s webinar
“Ransomware Nightmares?
Defend Your Data!” “But we’re in
a different era. Hacking can be
weaponized.”

WHAT TO KNOW ABOUT
HACKTIVISTS, HOW THEY’RE
EVOLVING, AND WHAT YOU
CAN DO ABOUT IT
1. Your current ransomware
strategy probably isn’t enough.
Business leaders typically develop
emergency plans for dealing with
ransomware attackers who only
want ransoms paid—which
usually means either paying the
ransom or designing storage so
that data can quickly be replaced.
But cyber espionage is a new
spin on ransomware in that the
attackers who seize data don’t
usually want money—they want
your data so they can expose it
publicly. As The Washington Post
reported recently, hacktivists have
“capped off a nine-month run of
stunning breaches.” In October
2021, when hacktivists published
a huge haul of data stolen from
streaming site Twitch, including
all of the site’s source code, the
hackers said Twitch had become
a “disgusting cesspool.” The
hacktivists wanted publicity for
their message, not ransom money.

2. State-sponsored hackers are
gaining more power. Hacktivists
today are less likely to be ragtag,
loosely organized small groups,
and more likely to have state
money and power behind their
attacks. In fact, Microsoft reported
that state-sponsored hackers have
seen healthy success rates this
year, with Russia accounting for
58% of state-sponsored hacks.
Most of these attacks targeted
government agencies and think
tanks in the United States.
When states hire “private-sector
offensive actors” (PSOA), the
hackers gain access to very
sophisticated off-the-shelf tools
and open-source penetration
testing tools to carry out largescale cyberattacks. In effect,
the PSOAs are operating like
a business, selling hacking
as a service.
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3. Cyber espionage and
exfiltration are putting more data
at risk. Cyber espionage is a new
flavor of ransomware in which
hackers do more homework to
identify the biggest payloads from
their targets, such as classified,
sensitive data or proprietary,
intellectual property. If there’s
one thing modern ransomware
hackers have figured out, it’s that
not all data is created equally.
In fact, some data isn’t just more
valuable—it can have seismic
effects when stolen.
A cyber-espionage play can also
be used by an adversarial country
to undermine other counties.
Monsegur noted, “In the rare
instance where hackers can obtain
intellectual property, say from a
manufacturer, they can sell that
data upstream to other countries.”

4. Hacktivists have technical
know-how. The exfiltration of
sensitive data (along with threats
to post it online) can cause even
more havoc and scandal—
exposing company secrets or
even military intelligence. The
deliberately recruited and highly
valued cybercriminals have
the technical expertise to shut
down anything from government
infrastructures to financial systems
to utility resources. They’ve
influenced the outcome of political
elections, created havoc at
international events, and helped
companies succeed or fail.
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5. Hacktivists often rely on
anonymous cryptocurrencies to
reduce the chances of getting
caught. Hackers may feel
emboldened by the fact that
because they’re able to use
anonymous tools, they’ll remain
underground once the ransom
is paid. But that’s not always
the case: After the May 2021
ransomware attack on Colonial
Pipeline, FBI agents were able
to identify the bitcoin wallet the
hackers used and recover about
half of the $5 million ransom the
fuel company had paid. But the
hackers remained at large, as did
the rest of the ransom.
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How small
businesses
can set their
defences against
the cyber threat
storm.

What is the most dangerous trait of a cyberattack?
Some use complex social manipulation to spear phish
individuals. Others deploy weaponised artificial intelligence
(AI) and sophisticated malware programmes to gain access and
create chaos. In my experience, however, the most dangerous
aspect of many attacks is their relentlessness.
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Defence against a
cyber threat storm.
Nearly 40% of businesses were
hit by a cyberattack in the last
12 months, according to the
UK Government’s recent Cyber
Security Breaches Survey. But,
these aren’t one-off attacks in the
year; the study showed that 31%
of businesses estimated they were
attacked at least once a week.

In fact, BlackBerry’s Threat
Research team reports that small
and midsized businesses (SMBs)
are an increasing focus of attack,
facing upward of 11 cyberthreats
per devices, per day – a number
much higher than enterprises.
For large businesses, injecting
funding into their cyber defences
can be an effective solution,
adding comprehensive security
software, and specialist skills and
resources to bolster defences. For
smaller businesses, the answer
is not as straightforward – and
the consequences can be fatal.
According to a study by the
Ponemon Institute, 60% of SMBs
go out of business within six
months of a cyberattack due
to reputational and financial
damage. For them an attack is a
death sentence. But it doesn’t have
to be. Here’s how.

WHY UNDERESTIMATING THE
SMALLER DETAILS IS CREATING
THE BIGGER PROBLEMS

The news cycle is littered with
sophisticated cyberattacks from
across the world. Seeing this,
small businesses may anticipate
highly technical attacks on their
infrastructure. However, the 2022
BlackBerry Threat Report reveals
this is rarely the case.
Cybercriminals are relying on
older techniques to target smaller
business with high volume,
scattergun outreach. Whilst this
may be surprising, it is proving to
be incredibly effective.
The most common attacks are
the simplest ones, and older
techniques such as phishing and
watering hole attacks, have been
popularised by the proliferation of
digital channels such as SMS and
mobile phone apps. BlackBerry’s
research discovered that out of
the nearly 40% of UK businesses
who identified an attack, the
most common threat vector
was phishing attempts (83%),
while only one in five businesses
identified the anticipated

sophisticated techniques of
malware and ransomware.
Even the messiest threat actors are
succeeding, despite lacking the
flair of big ransomware groups.
In multiple incidents, threat actors
left behind playbook text files
containing IP addresses and more.
Despite being less technically
advanced, cyber criminals were
able to infiltrate organisations’
barriers due to small businesses
continually using older
technologies and infrastructure for
protection. SMBs will remain prime
and easy targets, even for the
simplest of attacks, if they fail to
upgrade and boost their security.
Last year was a testament to this
with an overabundance of attacks
on SMB targets. So how can we
guard against this?
PEOPLE, SOLUTIONS,
ATTITUDES: HOW BUSINESSES
CAN BUILD THEIR LEVEL OF
PROTECTION
Before even thinking about
what cybersecurity solution they
should get, many SMB leaders
will be thinking about how much
employing a whole team or
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subscribing to cyber software
will cost. Luckily, it’s possible to
outsource help and a level of
protection that few organisations
can otherwise afford on their own.
There are three avenues small
businesses should consider:
1. People. Many SMBs around
the world are seeing a digital
skills gap, meaning teams are
either thinly stretched or nonexistent. To avoid the struggle of
finding excess staff, businesses
can engage a Managed Security
Service Provider (MSSP). An
MSSP provides outsourced
monitoring and management of
security devices and systems. They
give customers 24/7 services
which maintain a strong security
defence.
2. Solutions. Many SMBs fear
that they don’t have the visibility
or power to stop cyber threats.
By collecting and analysing data
from multiple sources, Extended
Detection and Response (XDR)
gives businesses a complete
view of all potential network and
endpoint vulnerabilities, and
enterprise security personnel

can more effectively prevent
cyberthreats. XDR can detect
threats as they happen, allowing
security teams to investigate and
act quickly and has 365x24x7
threat monitoring, keeping
businesses secure even at
weekends and during holidays.
In the event of a cyberattack,
XDR enables faster discovery,
response and remediation, freeing
up valuable resources to focus on
more impactful projects.
3. Attitudes. No number
of outsourced services or
technologies can prevent human
error. However, it’s possible to
reduce it through introducing
positive security attitudes and
cultures. A Zero Trust security
model addresses this by assuming
every user, endpoint, and network
are potentially hostile. No user
can access anything until they
prove who they are, that their
access is authorised, that they’re
not acting maliciously, and that the
Wi-Fi or cellular network they are
connected to is not compromised.
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BEFORE DISASTER STRIKES,
CALL IN BACKUP
Many SMBs might feel alone
during the cybersecurity crisis, but
they needn’t. Backup is out there,
whether in the form of people who
can help serve your cybersecurity
needs, solutions which automate
responses, or a strong sense of
Zero Trust among every member of
your team.
Given the existing threat
landscape, the need for visibility
across the entire security function
is a necessity. Furthermore, there
are a wealth of solutions available
to enable SMBs to be proactive
in building the right defence
strategy. A future in which SMBs
are confident to use the tools
and resources around them will
see far more not just survive but
actively shield against potential
cyberattacks for many years
to come.
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How Dragos
is safeguarding
our civilization.
In a world of rising
cybersecurity threats,
Dragos protects the most
critical infrastructure - those
that provide us with the
tenets of modern civilization
- from increasingly capable
adversaries who wish to
do it harm. Devoted to
codifying and sharing their
in-depth industry knowledge
of ICS/OT systems,
Dragos arms industrial
defenders worldwide with
the knowledge and tools
to protect their systems as
effectively and efficiently
as possible.

Safeguarding civilization has
been their mission since day one.
Dragos is comprised of the
industry’s most experienced team
of Industrial Control Systems (ICS)
security practitioners.
Their team has been on the front
lines of every significant industrial
cybersecurity attack
globally, including the 2015
and 2016 Ukraine attacks,
CHRASHOVER, RIDE, and TRISIS.

In addition, they provide industrial
organizations with the full
spectrum of cybersecurity services
to deliver visibility and insight into
ICS and Operational Technologies
(OT) environments, educate
practitioners, mitigate risks and
uncover and respond to threats.
Founded by experts, trusted by
the US government and ally
nations, they investigate and
respond to the most significant
ICS cyberattacks in history.

Hence, their experience speaks
for themselves. For our society
to run smoothly and meet the
fundamental needs in today’s
modern world, intelligence
companies like Dragos have a
vital role in ensuring threats are not
targeting industrial organizations.
Though, currently, many of
those organizations are being
threatened. Monitoring, detecting,
and controlling changes are the
fundamentals for protecting the
infrastructure of most providers.
The key to a successful OT
strategy is risk prevention and
pre-emptive strategies instead of
purely reactive. However, each
organization is built differently.
This is why companies must have
a specific stack designed for them
that works to protect their
particular network.

August 2022

By Jessie Pethrus,
Journalist at tbtech.
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How Dragos is
safeguarding our civilization.
By identifying the indicators to the
initial access that has occurred
Dragos then take action to
prevent that from reoccurring.
For this to happen, they must
understand the environment which can be done through asset
discovery tool. This is a technical
way of understanding the assets
the organization has.
Experienced cybersecurity
professionals will tell you that you
cannot secure the systems you do
not know about, which is why
asset visibility is so crucial no
matter what kind of technology
infrastructure you are defending.
Asset visibility in industrial control
system (ICS) environments
provides industrial asset owners
and operators and security staff
with the knowledge and insight
necessary to build a mature
operational technology (OT)
cybersecurity program. When
organizations can get accurate
and timely views into the assets
running on their industrial
networks, the benefits are
cascading. Outside of the most
critical OT assets, the most
significant risks sometimes hide

in the spaces between OT
systems rather than in the assets
themselves. The unknown and
unseen connections between
devices can expose industrial
infrastructure to the most
damaging risk potential.
While industrial organizations
rarely intentionally allow highly
critical OT assets to be
internet-accessible, they are
sometimes less vigilant about
external connectivity to seemingly
insignificant hardware or assets.
The trouble is that these externally
facing ‘lower-risk’ assets
may serve as pivot points to
higher-value targets.
Sometimes the communication
pathways between OT assets
allow for indirect connections. It
may take an attacker several
lateral steps to touch a high-value
target from a remote
connection; without some
visualization, those communication
pathways often remain unseen.
Asset visibility provides a map
of the communication pathways
inherent within an OT system.
For example, mature asset visibility
capabilities make monitoring an
organization’s OEM and
third-party management

communication channels easier to
ensure they’re adhering to their
scope of contract and not
introducing unnecessary risk to the
ICS ecosystem. This includes
keeping a lookout for
communication paths that touch
other systems, and ensuring
vendors are only doing work
during approved change
control windows.
RANSOMWARE ATTACKING
INFRASTRUCTURE NETWORKS

In 2021, the industrial community
attracted high-profile attention.
Major cybersecurity incidents
struck industrial organizations in
various sectors, with international
headlines detailing
everything from a compromise of a
water treatment facility with intent
to poison its community to
a ransomware attack against a
pipeline operator that disrupted
gas supplies to the southeastern
United States. These reports
underscored the potential for
devastating outcomes of a security
breach of critical infrastructure
on communities and a country’s
economy. 2021 was a ruthless
year for ransomware gangs

and their affiliates, with attacks
reaching epic proportions, making
ransomware the number one
attack vector in the industrial
sector. Dragos researchers
observed that ransomware groups
targeted the manufacturing
industry more than any other ICS/
OT sector in 2021– nearly twice
as much as the other industrial
groups combined. The marked
spike in ransomware attacks is
largely attributed to the emerging
ransomware-as-a-service (RaaS)
phenomena. Ransomware gangs
like Conti and Lockbit 2.0
have mobilized into an
underground marketplace where
their developers outsource
operations to affiliates who
execute the attacks.
OT VISIBILITY
& MONITORING
OT cybersecurity depends upon
the isolation of systems, network
segmentation, and network
monitoring to manage risk
effectively. According to a recent
Dragos Year in Review report,
some 88% of our professional
services engagements involved
significant issues and weaknesses
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in network segmentation. This often
stems from a lack of visibility into
the relationships that assets
have with one another. Recent
figures from the Ponemon Institute
show many organizations are
misaligned on their OT
cybersecurity priorities. When
looking at the most commonly
cited security practices in industrial
environments, four out of the top
10 involved asset segmentation
or network monitoring.

Neighborhood Keeper.
A global threat intelligence
and analytics sharing program
designed to support smaller
providers and better understand
the ICT/OT threat landscape.
OT Watch. The industry’s
most powerful combination of
technology and team to amplify
your resources and reinforce your
ICS/OT defenses.

BUILD AN ICS CYBERSECURITY
STRATEGY THAT’S RIGHT FOR
YOUR ORGANIZATION

Professional services. Proactive
and responsive services to enable
your team to better prepare for,
combat, and respond to
ICS/OT threats.

Proactive and responsive offerings
to comprehensively understand
your ICS environment,
mitigate risks and respond to
threats confidently. Dragos
professional services benefit:

Threat Intelligence. Actionable
threat intelligence and defensive
recommendations focused on
global ICS/OT threats.
IN CONCLUSION

• Getting a clear picture of
your ICS environment.
• Knowing if your critical
assets are at risk.
• Boosting your teams
confidence.
• Getting actionable
recommendations based
on in-depth intel.
The Dragos Platform.
The industry’s most advanced
ICS/OT cybersecurity software to
help you visualize, protect, and
respond to cyber threats.

When establishing and testing a
brand-new cybersecurity program,
it can be difficult to know
exactly what reasonable steps to
take and when to take them.
Dragos offers various operational
technology (OT) cybersecurity
posture assessments to help
your industrial organization
improve its cybersecurity defenses,
reduce risk, and mitigate
cybersecurity incidents. Their ICS/
OT Penetration Testing is one of
our offerings that enables
customers to assess their cyber
defenses to understand risk.

Building a cybersecurity program
is a marathon, not a race. It can
be exciting finally getting to
the point of ordering a penetration
test, but testing should be
considered a late-stage maturity
activity. In other words, system
owners should ensure that they
have a cybersecurity program’s
basic building blocks before
considering a penetration test.
Dragos Professional Services
clients have typically gone through
a process of architecture
review and site assessment before
ordering a network penetration
test. This is done to ensure
that the conceptual framework
for network architecture is sound.
When conducting an
architecture review, Dragos
may ask for certain documents,
including network topology,
incident response plan, recovery
plan, and firewall configurations.
Dragos then conducts interviews
with client staff to better
understand the makeup of the
existing security program.
Nevertheless, Dragos is always
looking at the evolution of tactics
used by their adversaries.
They are currently focused on
observing the OT environment’s
network traffic, constantly
expanding their capabilities,
and looking at the inputs. They
aim to expand their ability to
ingest information directly from
the endpoint and beyond. This
includes both the active and
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passive interactions with the assets
to verify the cybersecurity
of those devices. Dragos intends
to use data that can be made
available to asset owners and
help them manage risks.
This opens up the opportunity
of bringing together the bestprotected environments.
Moreover, Dragos is enhancing
asset visibility. Likewise, they
understand the assets seen on
most networks by identifying the
vendor and how those devices are
configured. This allows Dragos to
know how they are connected to
the risk of the site’s posture. Hence,
supporting them in prioritizing
decisions around those assets.
With all this being said, we at
TBtech look forward to following
their journey to safeguarding
our civilization.

PROVIDES ENTERPRISE CUSTOMERS WITH ON
CONSTRUCTION WORLDWIDE, INCLUDING INTEGR
IP TELEPHONY SYSTEM, VC SYSTEMS, OFFICE EQUIP

NE-STOP SOLUTIONS FOR IT INFRASTRUCTURE
RATED CABLING, NETWORK, SERVER AND STORAGE,
PMENT, COMPUTER ROOM CONSTRUCTION.

CHINATELECOMGLOBAL.COM

108

August 2022

The office isn’t
going away,
so we need to
make it secure.

It didn’t take long for the conversation to shift. Only a few
months after articles such as The Death of the Office appeared
in the Economist, rebuttals swiftly followed, such as Death of the
Office has been greatly exaggerated in The Times.

Yes, we were witnessing change,
both short-term to protect people
from the spread of a deadly virus,
but also an acceleration of longerterm shifts towards home working
enabled by new technologies.
But some of the more excitable
futurists were off the mark—the
office remains a vital part of
working life, partly because of
employer demands, but also
because employees want some
separation between home
and work.
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By Steve Van Till,
CEO, Brivo.
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The office isn’t going away,
so we need to make it secure.
There are outliers—some
employers have demanded a
full return to the office, others
have embraced remote working
completely, and of course some
work cannot be done remotely—
but for many, hybrid working is the
best compromise and the future
of work.
At a first glance, allowing
employees to work from home
may seem as simple as managers
granting permission. In practice,
however, many businesses have
come to realize that hybrid
working isn’t simple to “switch
on”. Technological solutions are
required to manage the security
and non-security aspects of the
hybrid work model.
PERSISTENT THREATS
It’s important to keep in mind
that businesses aren’t on a
defined trajectory when it comes
to hybrid working. For every
business reducing physical office
space, there’s a business adding
physical office space. Predictions
of widespread corporate square
footage downsizing by futurists
should be treated with some

caution, given the rise in flexspace usage of traditional office
space and the allocation of more
square footage per workspace.

Individual businesses are on their
own hybrid working journey, but
one truth is universal – hybrid
working poses unique security
challenges. These include
increased physical risks, credential
sharing risks, inappropriate access
or managing inconsistent access
attempts. Businesses I’ve spoken
to over the last few years have
unfortunately found out about
these threats and pressure points
the hard way.
Being serious about putting hybrid
working practices in place must
mean taking its attached security
challenges seriously. The positive
thing is that the businesses we’re
speaking to are putting new
solutions in place to handle the
shift to hybrid working. Of the 557
security and facilities professionals
surveyed for Brivo’s Top Security
Trends 2022 report, almost half
have added tools and technology
solutions to manage hybrid
working in the past twelve months.
The three most popular solutions

were linked to visitor management,
upgraded access control and
biometrics. You might be thinking
that these solutions aren’t strictly
security related, and that’s correct.
Tightening physical access to
the office doesn’t just improve
security. It gives employees a more
positive, convenient experience
in the physical workplace through
technology. Technology has a
massive role to play in managing
unpredictable footfall levels and
ensuring a smooth experience for
employees whether it’s one or ten
people in the office.
GETTING THE MOST OUT
OF THE SHINY NEW TOY
It’s heartening to know that
businesses are taking measures to
make hybrid working a success
by implementing technology
to accommodate new work
patterns. The introduction of these
solutions into the workplace gives
businesses a major strategic
advantage beyond security
concerns. Specifically, the
availability of new data sources
that can be used to make other
operational improvements.
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Access events, anomalous
activities, and security video
streams, to name a few, have
business value beyond their
primary use for security forensics.
These can be used by managers
to understand how employees
are utilizing physical space and
make better-informed decisions
about space planning in the future.
For security professionals, these
insights are the gold dust needed
to optimize physical security
and procedures.
To successfully capture these
valuable insights, businesses
need to centralise their data.
In practice, this means adopting
hybrid working solutions, like
Access Control Management
platforms, that integrate with
existing systems and applications.
Tying technology together delivers
all sorts of potential benefits –
further automation, enhanced
capabilities, smoother user
experiences and, of course,
data centralization.
This links back to the frequently
heard advice for businesses to
remove their data silos. The logic
being that disjointed data and

processes negatively impact
security operations and other
business functions. According
to a KPMG survey, just 35% of
business executives have a high
level of trust in their organization’s
use of different types of analytics.
This isn’t good. Particularly as
data is becoming more and
more central to effective business
decision making. Senior leaders
can make a positive move to
remove data silos today by
centralizing the solutions rolled out
to support hybrid working.
MAKING THE RIGHT CHOICE
Remote working is more than a
trend, but the office is still going
strong. Hybrid working is the future
for a lot of businesses and it’s
positive to see serious adjustment
taking place in security operations
to match this shift.
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Procuring the right security
solutions will boost security but
also enable businesses to deliver
smooth digital experiences for
employees and centralize data to
enhance decision-making.
Modern access management
solutions go beyond your standard
lock or alarm system. Businesses
should recognize this and reap the
rewards now and for the future.
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We must not wait
for government to
fill the vacuum of
AI governance.

In July this year the UK set out a new AI ‘rulebook’ proposing
how this transformative technology may be regulated in the
future. Balancing support for AI innovation with the need
for public protection, it opens a public debate on the role
of regulators within AI governance structures. However,
organisations cannot wait until this rulebook is finalised to
deal with the questions AI poses.

Concerns over opaque black-box
algorithms to questions regarding
the ethical use of personal data
and responsibilities related to
security and privacy has made
AI a hotbed of modern
ethical dilemmas.
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By Rachel Roumeliotis,
Vice President of Data
and AI at O’Reilly.
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We must not wait for government
to fill the vacuum of AI governance.
These dilemmas must be addressed
by the swathes of public and
private organisations now relying
on AI to power innovation.
However, despite the proliferation
of AI in the enterprise, many
organisations still lack strong AI
governance crucial to ensuring the
integrity and security of data-led
systems.

There may be AI applications
where privacy and fairness are not
issues (for example, an embedded
system that decides whether the
dishes in your dishwasher are
clean). However, companies
with AI practices must prioritise
the human impact of AI as both
an ethical imperative and a core
business priority.

In fact, the latest O’Reilly research
shows that over half of AI
products in production at global
organisations still do not have a
governance plan overseeing how
projects are created, measured
and observed. Deeply concerning
is that privacy and security issues that may directly impact
individuals - were among the risks
least cited by organisations when
questioned on how they evaluate
the risks for AI applications. AIempowered organisations report
that ‘unexpected outcomes’ are
the most significant risk facing
AI projects, followed closely
by model interpretability and
model degradation, representing
business issues. Interpretability,
privacy, fairness, and safety all
ranked below business risks.

As UKRI (UK Research and
Innovation) highlights, ‘responsible
use of AI is proving to be a
competitive differentiator and key
success factor for the adoption of
AI technologies. However, cultural
challenges, and particularly the
lack of trust, are still deemed to
be the main obstacles preventing
broader and faster adoption
of AI.’
Lack of governance is not just an
ethical concern. Security is also a
massive issue, with AI subject to
many unique risks: data poisoning,
malicious inputs that generate
false predictions, and reverse
engineering models to expose
private information, to name a
few. However, security remains
close to the bottom of the list of
perceived AI risks.

With cybercriminals and bad
actors surging ahead in their
adoption of sophisticated
technology, cybersecurity cannot
take a back seat in the race
to realise AI’s promise. It is a
vital strand of much-needed AI
governance. Governance must
rise up the matrix of risk factors
for AI projects, becoming a
cornerstone of any development
and deployment programme.
AI GOVERNANCE
IN A NUTSHELL
With that in mind, what exactly
is AI governance? According to
Deloitte, it encompasses a ‘wide
spectrum of capabilities focused
on driving the responsible use
of AI. It combines traditional
governance constructs (policy,
accountability, etc.) with
differential ones such as ethics
review, bias testing, and
surveillance. The definition comes
down to an operational view of AI
and has three components: data,
technique/algorithm, and
business context.’
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In summary, ‘achieving
widespread use of AI requires
effective governance of AI through
active management of AI risks
and implementation of enabling
standards and routines.’
Without formalising AI
governance, organisations are
less likely to know when models
are becoming stale, results
are biased, or when data is
improperly collected. Companies
developing AI systems without
stringent governance to tackle
these issues are risking their
businesses. They leave the way
open for AI to effectively take
control, with unpredictable results
that could cause irreparable
damage to reputation and large
legal judgments.
The least of these risks is
that legislation will impose
governance, and those who have
not been practising AI governance
will need to catch up. In today’s
rapidly shifting regulatory
landscape, playing catch
up is a risk to reputation and
business resilience.

WHAT HAS CREATED THE AI
GOVERNANCE GAP?
The reasons for AI governance
failure are complex and
interconnected. However, one
thing is clear - accelerated AI
development and adoption has
not been matched by a surge in
education and awareness of its
risks. What this means is that AI is
suffering a people problem.
For example, the most significant
bottlenecks to AI adoption are
a lack of skilled people. Our
research demonstrates significant
skills gaps in key technological
areas, including ML modelling and
data science, data engineering,
and the maintenance of business
use cases. The AI skills gap is
well documented, with much
government discussion and policy
to drive data skills through focused
tertiary education and up/
reskilling.

However, technological skills
are not enough to bridge the
gap between innovation and
governance. It is neither advisable
nor fair to leave governance
to technical talent alone.
Undoubtedly those with the skills to
develop AI must also be equipped
with the knowledge and values
to make decisions and problem
solve within the broader context in
which they operate. However, AI
governance is truly a team effort
and represents the values of an
organisation brought to life.
That means no organisation can
be complacent when embedding
ethics and security within AI
projects from the outset. Eeveryone
across the organisation, from CEO
to data analyst, CIO to project
manager, must engage in AI
governance. They must align on
why these issues matter and how
the organisation’s values play out
through AI implementations.
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AI innovation is surging ahead
while governments and regulators
across the world play catchup
in regard to what these new
technologies mean for wider
society. Any morally cognisant
organisation puts the privacy,
security and protection of the
public first and foremost, but
without stringent AI governance
in place there is a potential moral
void. We cannot wait for this to be
filled by regulation. Organisations
must be as proactive about facing
these difficult questions as they are
about embracing the power and
promise of AI.
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The privacy
implications of
Dobbs v. Jackson
Women’s Health
Organization.
In the United States the concept of privacy has garnered a
lot of attention lately. Two more states, Utah and Connecticut
have joined California, Virginia, and Colorado in passing
comprehensive consumer data privacy laws.
The Supreme Court of the US considered the problem
in it recent case of Dobbs vs. Jackson Women’s Health
Organization, which overturned the almost 50-year-old
precedent granting women a right to an abortion.
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The privacy
implications.

But what is the legal concept of
‘privacy’ in the US? The Europeans
and many other countries have
codified privacy in the General
Data Protection Regulation (GDPR)
for over 20 years without much
concern. In contrast, the concept
seems new in the US. It isn’t.
In the late 19th century, almost
universal literacy combined with
steam presses gave rise to many
new newspapers including Joseph
Pulitzer’s New York World. The
paper rapidly increased circulation
with sensationalism, sex, crime,
and graphic horrors as well as
crusades against corruption.
But he had one problem.
No Kardashians!
Without radio, film, television or
internet celebrities, newspaper
editors had to fall back on rich
people to create interest. Unlike
most celebrities, rich people did
not like the attention. This gave
rise to the great article The Right to
Privacy (4 Harvard L.R. 193 (Dec.
15, 1890)) written by Samuel D.
Warren II and Louis Brandeis (later
Supreme Court Justice). It was
published in the 1890 Harvard
Law Review. This one article, over

a hundred years old, became the
basis of the concept of privacy in
US law. Brandeis argued, based
in part on earlier British precedent,
that there existed a right to be “let
alone”. He compared it to the right
not be assaulted or beaten, the
right not be imprisoned, the right
not to be maliciously prosecuted,
and the right not to be defamed.
When regarding privacy, Justice
Alito in Dobbs divided the
concept into two categories. “The
right to shield information from
disclosure and the right to make
and implement important personal
decisions without governmental
interference.” Justice Alito argued
that when personal decision
concerns human life, legislatures
can interfere. He also argued
that the right to privacy was not
mentioned in the US Constitution
and therefore to be protected
had to be “deeply rooted in [our]
history and tradition”.
The problem with this bifurcation is
that it tends to open the door to all
sorts of governmental interference.
Alito definitely tries to ensure
that the decision does not get
extended. He attempts to limit the

case only to abortion. He claims
that marital right to contraceptives,
consensual sex acts, and same sex
marriage “are not the issue”.
But are they?
In China the interest of the
government in all areas of
personal decision making is
considered a basis for the
government to hoover up every
bit of information from personal
health to street cameras. This
level of governmental interest
in all forms or human activity is
not unusual. In the former East
Germany (German Democratic
Republic) it is estimated that
one third of the population were
informers for the secret police,
the Stasi.
The loss of a right to an abortion
is not the only constitutional
right impacted by this decision.
The Constitutional right to travel
(commerce clause) is threatened.
Freedom of religion is an issue in
a Florida case asserting that under
Jewish law, life begins at birth
and Jewish women must terminate
pregnancies that threaten
their lives.
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In addition to the privacy
implications, there will
undoubtable be economic
consequences. An excellent
example is the distinction between
Meta (aka Facebook) and Apple.
While Apple has made a very
public announcements (Privacy is
a fundamental human right), Meta
doesn’t. While Apple has lost 20%
of its value, Meta has lost half of
its value.
States with abortion protections
make up the top ten of states with
large technology industries.
The states without make up the
bottom ten. The only potential
exception is Texas, where
Republicans may face non
abortion issues like school
shootings, lack of Covid actions
and failure of the electric grid
in the upcoming election. Tech
industries understand the global
competition for competent
employees. Restrictions on rights
may favor more conservative
voters, but not more
innovative industries.

Other economic issues are
related to the business need for
a consistent legal infrastructure.
Business investment follows
property rights favored by the
legal infrastructure. Business
cannot radically change its
investments, which may take
years to show a return. Roe has
been around for almost 50 years.
No doubt the states that favor
continuity will be a better choice
than those that are comfortable
with abrupt change.
It is not just the investment in
property, but the property right
of privacy itself. Until the advent
of the world wide web and
massive processing capabilities,
an individual’s personal data was
very difficult to monetize. With
data lakes this has become much
easier. Data may be the new oil,
but it does not necessarily belong
to the people who hold it.
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Louis Brandeis in his article does
discuss privacy as property, but
he did not feel that the protections
allowed to property were
sufficient to protect privacy. So, he
elevated it to a right. In essence,
though, privacy is property. The
GDPR provides clear elements
to property rights in privacy as
does the new California CPPA.
If privacy is property, it is part
of John Locke’s fundamental
rights, life, liberty, and property.
Contrary to Alito’s assertions,
nothing is more deeply rooted in
US history and tradition.
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Why are digital
supply chains such
a popular target for
threat actors?
Cyberattacks against the
digital supply chain are
nothing new. Reports of
attacks against this essential
business function surfaced
in as early as 2015 –
long before the infamous
SolarWinds hack took place
in December 2020, which,
for many people, was
their introduction to digital
supply chains and their
vulnerabilities.
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By Philippe Alcoy,
Security Technologies for
NETSCOUT.
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Why are digital supply
chains such a popular target?
However, attacks against
the digital supply chain have
skyrocketed in recent years,
particularly when it comes to
distributed denial-of-service
(DDoS) attacks. For example, in
the second half of 2021 alone,
NETSCOUT’s 2H2021 Threat
Intelligence Report discovered
a 606 per cent increase in
DDoS attacks against software
publishers, along with a 162
per cent increase in attacks
on computer manufacturers,
in addition to a 263 per cent
increase against computer storage
manufacturing. Despite much
of the world returning to normal
following the disruption of the
pandemic, as well as the rate of
overall DDoS attacks decreasing
during this time, the digital supply
chain has very much remained a
prime target.

When cybercriminals put this much
effort into attacking a particular
area, it’s imperative to understand
why. It is also important to know
the steps that organisations can
take to protect themselves from
such attacks.

ATTACKS AGAINST THE
DIGITAL SUPPLY CHAIN

The potential disruption following
a successful attack makes the
digital supply chain an attractive
target for bad actors. An example
of this can be found in the
aftermath of the 2021 cyberattack
against Kaseya, an IT solutions
developer for managed service
providers (MSPs) and enterprise
clients. By attacking Kaseya, threat
actors discovered that the software
had numerous cybersecurity
vulnerabilities, allowing them
to gain a backdoor into the IT
systems of the many businesses
Kaseya’s software supported.
This resulted in more than 1,500
organisations worldwide having
their IT systems completely
paralysed. REvil, the Russian
criminal gang behind the attack,
was even able to demand ransom
payments from the companies
impacted by the campaign.
Further to this, attacking the digital
supply chain gives cybercriminals
the capacity to compromise
enterprise networks by attacking
connected applications or services
which are utilised by third parties,

for example suppliers. Using
the SolarWinds incident as an
example, attackers targeted
the organisation in order to
gain access to a catalogue of
lucrative customers and suppliers.
This means that a digital supply
chain attack may in fact trigger
chain reaction across several
companies connected to the
intended target, increasing
the difficulty when it comes to
identifying and preventing the
attack. The availability and use
of open-source tools is another
complicating factor, greatly
impacting traceability and
attribution efforts.
Worryingly, it’s often the case that
businesses do not consider the
risk posed by cyberattacks serious
enough to protect themselves
against them. In its own research,
the Department for Digital,
Culture, Media and Sport found
that 91 per cent of executives
from leading companies in the UK
consider cyber threats to be a very
high or high risk. However, almost
a third admitted to taking no action
on supply chain security, with just
seven in ten respondents actively
managing possible supply chain
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risks. It is vital for all businesses
to adequately protect their digital
supply chains in order to prevent
cyberattacks, particularly DDoS
attacks, from devasting their online
infrastructure.
HOW CAN ORGANISATIONS
PROTECT THEIR DIGITAL
SUPPLY CHAINS?
There are several steps
organisations can take to prevent
cyberattacks from wreaking havoc
across their digital supply chains.
Looking specifically at DDoS
attacks, it is vital for businesses to
invest in a DDoS mitigation system
that is both strong and effective.
Through the implementation of
comprehensive DDoS protection,
organisations can rest assured that
should their digital supply chains
be the target of a DDoS attack
campaign, the potential damage
caused will be kept to a minimum
and almost entirely neutralised.

However, simply having a
system in place is not enough.
Organisations must ensure these
solutions are regularly maintained
and tested, so that any changes
in attack methodology can be
identified. By periodically testing
the systems in this way, not only
are changes to businesses digital
supply chains incorporated
into the mitigation plan, but
organisations are also provided
with insights into new trends and
types of DDoS attacks, as well
as how to proactively prepare
for them. Organisations should
also consider partnering with
an on-demand cybersecurity
specialist. By utilising this
expertise, they will be able
to negotiate unfamiliar
situations, which should prove
to be beneficial to the business.
Organisations will also be wellequipped to defend their digital
supply chains should they become
a target for criminal activity, so
long as they adhere to best current
practice (BCP) procedures. This
includes acting in accordance
with situationally specific network
access policies that permit internet
traffic solely through required IP
protocols and ports.
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With threat actors launching an
increasing number of cyberattacks
against the digital supply chain,
it’s vital for enterprises to take the
necessary steps to protect this vital
business function from nefarious
activity. This will put organisations
in a strong position to defend
themselves should they be the
target of cybercriminal activity,
such as DDoS attacks.
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Patchwork
systems are
more than just
an annoyance.

No one sets out to create a kludge. It just… happens.
Sometimes it happens because businesses have no real
plan. For example, many small businesses turn to the humble
spreadsheet as a multipurpose tool, making it work for anything
from customer management to tracking stock, and it’s likely to
work, even for business-critical functions. But once a business
grows past a certain point, it’s likely to be a burden, impeding
further growth and potentially causing a great deal of pain.
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Patchwork systems are
more than just an annoyance.
But even businesses that set out
with a plan are not immune to
this problem. The best intentions
evaporate when a business grows
and new tools and services
are required.

daunting. The patchwork of
systems and workarounds may be
nearly breaking at the seams, but
it works. The inefficiencies may be
bad, but are nothing compared to
risking something new.

When web applications and
websites are launched, there is
functionality that is necessary,
that which is optional, and that
which is not even considered.
Over time, businesses will need to
add functionality that they once
considered optional, and perhaps
that they never even considered.
Sometimes, more staff are required
to keep these services ticking
over. For example, a business
may not have Metaverse features
in its website right now, or even
have the slightest idea what that
might look like… but there is a
non-negligible chance that these
may be introduced in the next few
years. No one starts a project with
seven layers of observability and
analytics—these are only added
after a couple of failures.

But the costs of patchwork systems
go beyond the obvious—and even
the obvious costs are probably too
much for any sensible business.

Over time, the idea of starting
again and implementing a
more efficient way of doing
things becomes more and more

THE COSTS, AND HIDDEN
COSTS OF PATCHWORK
SYSTEMS
Dealing with multiple vendors,
technologies, platforms, and
solutions can be irritating and
time-consuming. But it also comes
with real costs.
When developing for web
applications, dealing with a
patchwork system means building
infrastructure, in-house devops
tools, and hiring additional
employees. Inefficiencies include
coordinating tasks across multiple
vendors. Like an “impedance
mismatch” in electrical
engineering, plugging a five-volt
circuit into a nine-volt power
source is wildly inefficient.

Managing multiple contracts
and multiple vendors means
businesses cannot take advantage
of consolidated bills and a single
point of contact, if for example
their monitoring tools, ticketing
tool, content delivery network etc
are all from different places. If
shared responsibilities are spread
around many different entities,
it can be hard to nail down who
is actually at fault if something
goes wrong. Not having a
common reference point means
that something as simple as “how
many people visited my website”
may have many answers.
These inefficiencies are the most
obvious. But there are others.
Patchwork systems can make it
difficult to innovate. One might
imagine that taking the absolute
best of breed of every disparate
element of your system, the
resulting work would represent the
absolute best. But the mismatch is
often sand in the machine, adding
cruft that needs maintenance.
Businesses that are spending time
maintaining their websites and
applications are not developing
them. There is also a cognitive-
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load element to this: can you
become an expert in 15 different
systems? And are you actually
creating any value for yourself
or your customers by being an
expert of this very specific DevOps
tool? The more interfaces there
are between systems, the more
chance there is of failure—and that
requires planning for failure, and
the likely solution is often to add
more systems, further eating into
opportunity time.
Security is an issue: multiple
solutions require multiple
upgrades, and businesses may
be reluctant to move to the newest
version of anything because of the
potential for conflict. Of course,
whether services are upgraded
depends on whether all of the
different parts of a patchwork
system are being tracked and
potential patches being flagged—
parts are easily forgotten and
may end up end-of-life without
the business realising. Failing
to keep up with patches means
being hacked—not if, but when.
Businesses that run patchwork
systems are, by their very nature,
running systems that are vulnerable
to attack and all of the costs that

go along with that, such as paying
ransomware demands or the time
spent reverting to backups.
FIXING THE PATCHWORK
Sometimes a patchwork system is
inevitable, but there are still good
choices that can be made. What
tools can be eliminated? Can there
be tradeoffs? For example, when
introducing a new, great value
SaaS tool, what can be retired in
order to maintain some balance?
If you can find a tool that would
bring you 90% of the value you
derive from the stack of tools
- sometimes that is the rational
choice. And if you actually miss
those features, he “last 10%” can
often be trivial on a simple system,
whereas the cost of a patchwork
tends to become exponential.
When you don’t consider
integration costs and the cost of
mismatch, it could look on paper
that a fully-integrated solution
is more costly. But this is not an
apples to apples comparison. Just
as there are hidden costs to the
patchwork there are hidden gains
in fully integrated systems.

Studying the question of web
application development, Analyst
house Forrester interviewed
multiple businesses, and used an
average “composite business” to
make some estimates on costs for
a generic web project—taking into
account the global effort including
time-spent as well as investment
in tooling (and time around
tooling)—when the environment
was that of what we described
above as the patchwork. With an
average of fifteen different tools
within the project scope. They
found that the cost of implementing
a new platform was substantial in
time and money—two months to
complete, and internal costs close
to $140,000. This was before the
costs of the new platform itself, at
just short of $375,000.
In comparison, they found that
over a three year project lifespan, choosing a fully integrated
solution could build up savings to
over $2m. These are significant
numbers - and evidently the
“composite business” model they
chose, might not look like yours.
Still these are big enough numbers
to warrant a hard look. There are
actually tradeoffs, and sometimes

127

disentangling the patchwork is not
actually feasible. But when it is,
the gains Forrester saw are not
only in dollar amounts, but also
in terms of faster innovation and
better flexibility.
Businesses don’t create patchwork
systems through bad decisions or
poor planning. It’s something that
any business that scales will have
to reckon with as they outgrow
what they started with. But it’s
important to recognise and fix the
issue before it stifles growth and
becomes a costly burden.
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Strengthening
cybersecurity to
embrace hybrid
working.
It goes without saying that employee demands have significantly
shifted since the pandemic resulting in many businesses
introducing remote and hybrid working as part of their longterm working culture. For traditional businesses that are calling
their employees back to full-time office work, are treading on
thin ice. In fact, a recent survey from Slack found that of 1,000
employees, 16 percent expressed their reason to change job
is due to full-time office working.

However, many businesses
have realized the importance
of providing this flexibility and
consequently offer hybrid working
as part of the job description to
retain and attract better talent.

Though working virtually does
fulfill employee demands, it also
puts businesses in a perilous
position and vulnerable to
cybercrime if not executed
correctly.
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CEO of oneclick.
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Strengthening cybersecurity
to embrace hybrid working.
ACKNOWLEDGING
CYBER THREATS OF 2022

The work-from-home model
has led businesses to face more
issues in data security and
user monitoring. According to
recent research from the British
Chambers of Commerce, one in
ten companies became victims
of a cyber attack in the last year.
This figure further goes to one in
seven while talking about larger
firms. Moreover, it is evident that
work-from-home, accelerated by
the pandemic, has left businesses’
IT systems more exposed to
cyber attacks.

These attacks not only prove to
be harmful for the organization
but also compromise the
sensitive information about their
stakeholders that can maximize
their exposure to a cybercrime.
Hence, it becomes indispensable
to have appropriate cybersecurity
measures in place to shield the
business from criminal activity
in cyberspace such as phishing
and ransomware. According
to Forbes, ransomware cost
businesses worldwide $20 billion
in 2021 and is expected to rise

to $265 billion by 2031. This
not only indicates the upcoming
rise in cybersecurity challenges
for businesses, but also makes it
necessary for businesses to plan
their cybersecurity strategy.

CLOUD ADOPTION: THE
PANACEA FOR CYBERSECURITY
CHALLENGES
Cloud-based technologies such as
virtual desktop infrastructure (VDI)
and Desktop-as-a-Service (DaaS)
enable businesses to implement
critical cybersecurity measures
that are difficult to penetrate
including zero trust architecture
(ZTA) and shielded logins. In
a post-pandemic era where
remote working has become the
‘new normal’, credential thefts
are rife. However, cloud-based
authentication services can add
an additional layer of security by
making backend systems perform
the majority of the authentication
process.

ZERO TRUST: A MUST-HAVE
APPROACH
Hackers continue to find new
ways to penetrate various security
systems. Insider threats continue
to be a serious concern due to
trusted people taking leverage
of their access for their malicious
purposes. Organizations should
look to upgrade their outdated
security systems to advanced
authentication-based systems that
not only verify access throughout
but also monitor user activity while
tracking the duration, location,
and time of logins.
The ZTA (Zero Trust Architecture)
platform treats every user in an
equal way with no trust, and
creates the same criteria for login
for each individual. It provides
users with an isolated environment
in order to minimize the risk of
spying and misuse of the data.
In this platform each access,
irrespective of it being external
or internal, is authenticated.
Users are not only checked at the
time of login but their activity is
continuously monitored and trust
status is questioned regularly. Any
risk detected during the activity
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interrupts the granted access to the
user. The application focuses on
defined corporate assets instead
of individual network segments.
Implementation of ZTA can not
only reduce the threat surface,
a sum of different points where
hackers can try to extract data of
the business, but at the same time
can increase the control of the
authentication while maximizing
visibility and user activity. The use
of zero trust for access can also
play a significant role in providing
protection from external breaches.
What’s more, organizations that
implement a combination of ZTA to
deliver resources from data centers
will be able to complement the
cybersecurity solutions employed
at the data centers themselves.

ELIMINATE
HUMAN ERROR
It has been observed in the past
that most corporate data breaches
are the result of employee error.
According to an IBM Cyber
Security Intelligence Index
Report, human error was a major
contributing factor in 95 percent
of the data breaches. This is where
separation comes into the picture
and can aid a company to avoid
risk of a data breach caused by
human mistake.
Separating the hosting
environment for users and
businesses can play a key
role in eliminating the risk of a
breach caused by human error.
By the virtue of cloud offerings,
organizations can strengthen their
bring-your-own-device (BYOD)
models and each user can be
allocated the access to some
necessary data required by the
user instead of the full access to
the confidential data.
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By implementing this approach
not only can companies avoid any
risks of a data breach but gain
more control over what is exposed
to the employees based on their
level in the organization.
With the knowledge that more
than half of 18 to 34 year olds do
not want to work full time in office,
it becomes explicit that remote
culture is here to stay. Businesses
at this stage should avoid cutting
back on investing in cybersecurity
and initiate their responsible role in
protecting their cyber assets amidst
this increase in teleworking. With
2022 welcoming the growth of
work-from-home and businesses
making it a part of their perks,
cloud computing is a one-stop
shop solution for organizations
to embrace hybrid working and
deal with various security related
issues for businesses in the postpandemic world.
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What to expect
when you’re
expecting…. SASE.
According to recent data it is
estimated that 76 percent of
organisations now support
hybrid working. This figure
has risen significantly
since the beginning of the
pandemic, turning most
businesses into digital
organisations that have
employees accessing their
networks and carrying out
their jobs from locations all
over the world.

The benefits of this are endless,
not only offering employees
more flexibility to work from
‘anywhere’, while businesses are
also experiencing cost savings,
increased productivity and the
ability to function during the
pandemic.
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What to Expect when
you’re expecting…. SASE.
However, as more corporate
applications are migrating to
the cloud and the networks of
organisations are stretching far
beyond their traditional perimeter,
this means an organisation’s
network is no longer a single
place in point, and external
network access becomes both a
security and efficiency challenge.

Security has always been focused
on building a moat and castlelike infrastructure around an
organisation’s network, where the
crown jewels have been locked
away to outsiders. However,
the rise in remote working and
the wide-scale adoption of
the cloud has challenged this.
Traditionally to support external
network access, organisations
would deploy multiple solutions,
including Cloud Access Security
Brokers (CASB) to access cloud
applications and Virtual Private
Networks (VPNs) to access
corporate networks. However,
each tool would be siloed,
meaning there was an abundance
in products that users would have
to navigate across to gain external
network access. Not only did this
lead to inefficiency, but it was also

more costly for the business with
added deployment, integrations,
plus management challenges
and complexities. To combat this
challenge a new modern security
platform called Secure Access
Service Edge (SASE) has been
birthed.
WHAT IS SECURE ACCESS
SERVICE EDGE (SASE)?
Since Gartner first coined the term
in their “2021 Roadmap for Secure
Access Service Edge (SASE)
Convergence” report in March
2021, SASE has been identified
as the next transformation of
enterprise networking and security.
Its architecture has the ability
to make better use of existing
technologies by converging
networking and security domains
into a single, global, cloud
service. SASE has been labelled
as “transformational” and has
become more relevant than ever.
In today’s digital world, we
are operating faster and more
remotely than ever before, and
SASE has emerged in response
to that ongoing trend. The digital
business world is all about speed

and agility. Pulling teams and
resources together regardless of
location to develop new products
faster, deliver them to the market
sooner, and respond to changes
in business conditions quicker are
all hallmarks of digital business
transformation. Technology
is essential to support those
organisations to keep up with
digital transformation but also
the widespread adoption of
cloud computing.
SASE provides a unified, global,
and cloud-based network
that supports all edges. SASE
describes the convergence of
secure access to users and assets
in the cloud, while mobile, or at
business locations. SASE has been
largely driven by cloud adoption
and the need for organisations
to enable seamless connectivity
to employees from all over the
world, thus improving efficiency,
introducing cost savings, and
increasing security. All while
reducing complexity, and without
the need to hire more employees
to maintain and monitor it.
SASE also compliments Zero Trust
security policies which are an
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important area of cyber defences
today. With Zero Trust Network
Access built-in to a cloud-native
network platform, SASE can
connect the resources of the
modern enterprises — mobile
users, sites, cloud applications,
and cloud datacentres — with just
the right degree of access. Due
to its converged nature, SASE
security tools can share context
and data, providing a holistic view
of the threats the organisation
faces rather than a point solution’s
siloed view.
However, before organisations
move forward with SASE, there
are a number of factors they will
need to consider before selecting
a provider. What is the scope of
the deployment? Who is going
to need access to the company’s
network? Is it just employees,
or contractors as well?
Will staff be connecting from
external locations? The things
to consider are:

Scope of deployment - Every
SASE provider will advertise
they have multiple global points
of presence (PoP), but do they
provide you with the access you
require to provide employees with
all the access points they require?
A PoP is where two or more
networks share a connection
making it possible for distant or
remote workers to connect easily
over the Internet.
A good SASE provider will offer a
global, geographically distributed
and service-level agreement
(SLA) backed network of PoPs that
interconnect with multiple tier-1
carriers to enable a dispersed
workforce to be able to conduct
everyday tasks effectively.
Evaluate applications - All
organisations rely on hundreds
of applications every day, but
only a handful are critical to the
successful running of the business.
Before organisations move to
SASE, they must evaluate the
applications that employees will
need to access through
the platform.

Future capabilities - When
selecting a SASE provider, it is
important to find out about the
platform’s capabilities and any
plans to add further features in
the future. Will these help your
business, or could they become a
problem? Arming yourself with this
information will limit the chances
of incompatibility problems arising
after the SASE deployment.
Making sure you have control It is also important to evaluate the
connectivity and performance of
users, sites, applications and your
SASE provider. Does everything
connect seamlessly? Do you still
have control over networking and
security policies?
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ADJUSTING
METHODOLOGIES
TO GET IT RIGHT
When it comes to deploying SASE,
it is critical that organisations carry
out their due diligence.
While providing connectivity to
external users so they can access
corporate resources has been
an issue for many years, when
doing it through SASE, some of the
methodologies and operations will
need to be adjusted.
However, once organisations
have fully deployed their SASE
platform, they will see significant
benefits, not only allowing them to
be more flexible, but also through
lower business costs, complexity
and risks by connecting network
and security into a holistic
platform.
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The need
to protect
kubernetes
in cloud
infrastructure.

With the mass adoption of container technologies none
is more significant than Kubernetes, the de facto standard
cluster and workload management system for public cloud
and on-premises environments.

The long running Flexera 2022
State of the Cloud survey tracking
cloud adoption and usage found
that almost three-quarters of
enterprises are currently using or
planning to use Kubernetes, with
comparable adoption rates across
on-premises and managed cloud
Kubernetes services.
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By Mike Miracle, Head of
Marketing, Strategy, and
Alliances, Catalogic
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The need to protect kubernetes
in cloud infrastructure.
Kubernetes services from the
public cloud providers continue to
gain traction with customers and
their usage has now surpassed
the leading on-premises tools.
Enterprises are using or planning
to use cloud provider-specific
tools this year from Amazon Web
Services followed closely by Azure
Kubernetes Service (AKS), with
Google Kubernetes Engine (GKE)
gaining, as well. Kubernetes (the
open source distribution) and
Docker remain near the top of
the list, but their usage continues
to diminish especially amongst
larger enterprises in favour of the
cloud provider services, although
hybrid cloud and on-premises
environments are often used.
KUBERNETES CLOUD SERVICES
LEAVE DATA AND SECURITY
EXPOSURES
Kubernetes cloud services are
popular since they mitigate, but
do not eliminate, the difficulties
of operating a Kubernetes
environment. Early Kubernetes
adopters often confuse its inherent
high-availability features and
programmatic configuration
interfaces as a suitable substitute

for traditional backup and disaster
recovery (DR) capabilities. Their
faulty reasoning conflates the
ability to automatically restart
and replace cluster nodes and
automate cluster configuration
and deployment, with the ability
to reliably restore containerised
applications and their data. While
these features are invaluable
for the scale-out stateless web
applications for which Kubernetes
was designed, they do not
cover the needs of stateful
enterprise applications
The strengths of Kubernetes —
self-healing nodes, automated
workload deployment and
rollback, auto-scaling, and
load balancing — reflect its
initial design parameters for
stateless web services. In
contrast, its weaknesses — lack
of inherent data backup and DR
capabilities and a multi-layer
operational model for security
and configuration management
— require supplementary tools
to make Kubernetes a robust
enterprise platform.

WHY DATA PROTECTION FOR
KUBERNETES IS NEEDED

Data protection has not always
been a concern for containers
as early adopters were usually
stateless web applications or
lift-and-shift applications, with
storage outside the container
environment on systems that are
already running backup software.
However, Kubernetes applications
using persistent storage are
becoming the norm as enterprises
deploy production workloads, not
just for application development
and testing.
There are several reasons why
data protection — which includes
backups and storage snapshots
— should be integral to the
production Kubernetes application
environment. These reasons or use
cases include:
• Human or programmatic error
that can accidentally overwrite
application or configuration
files.
• Security breaches and
ransomware that maliciously
deletes or encrypts data.
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• Disasters causing large-scale
outages to a facility that make
it impossible to reconstitute a
Kubernetes application at
another location without offsite
copies of the image,
configuration, and application
files.
●• Application and environment
migrations that require
the same access to archived
application and configuration
data as a DR recovery.
• Regulatory compliance
often requires the periodic and
immutable capture of
application data. These data
backups should support
retention locks to make them
immutable to support retention
requirements.
WHY A CLOUD-BASED DATA
PROTECTION SERVICE
Having a cloud-based data
protection and disaster recovery
service is critical since it aligns
with these growing number of
cloud-based managed Kubernetes
services like Amazon Elastic
Kubernetes Service (EKS), AKS

and GKE. As pointed out above,
between 60 and 70 percent of
enterprises use or plan to use one
or more of the cloud container
services, for the same reason that
SaaS and other managed cloud
services are increasingly popular.
Since Kubernetes does not
include native data protection
features, organisations migrating
virtualised workloads or creating
new, microservices-based stateful
applications, must incorporate
data protection and security into
their Kubernetes architecture. An
effective data protection service
should have several properties:
• Be infrastructure and service
agnostic and able to work
with both on-premises software
or cloud-managed services.
• Support the latest Kubernetes
distributions and the
Kubernetes container storage
interface (CSI).
• Expose APIs that enable
task automation for continuous
integration and continuous
delivery or CI/CD and
integrate with existing

infrastructure management
systems.
• Enable data migration across
different Kubernetes cloud and
on-premises environments.
• Be proactive in detecting and
alerting of suspicious activity
and potential data
compromise.
WHY A PURPOSE-BUILT CLOUD
DATA PROTECTION SERVICE?
The data protection tools
provided by the cloud services
tools do not capture all of an
application’s state or information
from dependent resources like
databases, and they do not
work across on-premises and
their competitors’ environments.
The open source backup tools
like Velero are not designed for
multi-cloud operations and require
a significant amount of manual
configuration to accommodate
multi-cloud clusters and data
restorations. Although tools like
Velero are an adequate solution
for one cluster, once a Kubernetes
environment spreads to multiple
clusters, it is almost impossible to
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manage. Add in multiple cloud
platforms and the complexity
becomes untenable.
The existing Kubernetes services
and management software and
services treat data protection as a
separate problem despite it being
a necessary part of a cloud-native
enterprise architecture. Further,
enterprise Kubernetes applications
may have data and code-asinfrastructure dependencies that
are external to the Kubernetes
environment. And because of the
growing use of hybrid and multicloud environments, a purposebuilt data protection product
is needed that is cloud- and
Kubernetes management platformagnostic, supports multi-cloud
and multi-region data storage,
supports CI/CD methodologies,
and enables data migration across
environments.
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The rise in
double extortion
ransomware
attacks.
Double extortion ransomware attacks are on the rise.
According to CipherTrac these types of attacks increased
by 500% last year with payments to ransomware groups
reaching $590m in the first six month.

These insidious attacks use the
same concept as a ransomware
attack but worse. Once the
hacker has gained access to the
organisation’s IT network, they
infiltrate the data and encrypt
the system. They think of this as
their own backup policy. If, for
example, an organisation has

good immutable backup and can
recover its systems without paying
the ransom, then the attackers
can change tack and threaten to
publicly leak all the data they have
already exfiltrated, which could
lead to fines and prosecution from
customers, if they don’t receive
payment.
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By James Griffiths,
Co-founder and Technical
Director of Cyber Security
Associates.
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The rise in double extortion
ransomware attacks.
However, even if the victim
does decide to pay to retrieve
its decryption key, cyber gangs
can still use the data as leverage,
threatening to leak the information
in return for a second ransom
payment. And some criminals
don’t stop there. They then sell the
intelligence and data they now
hold on the company, onto other
cyber gangs - a triple extortion
ransomware attack - increasing
the chances of the company being
hit once again and the entire
ransom cycle starting once more.
Any organisations that paid up are
also flagged as a soft target. A bit
like a credit scoring, cyber gangs
rate the ‘good payers.’

THE LESSER
OF TWO EVILS

Paying ransoms just perpetuates
the cycle of cyber-attacks. If no
one paid, then there would be no
funds to fuel the criminal gangs.
It’s not that straightforward though
when a business is faced with
the choice of either meeting the
ransom demand or potentially
facing ruin. Criminals know the
threat they pose. They know
that often organisations will do
anything to release themselves
from the grip of these gangs so
they can be up and running again
– it’s a lesser of the two evils.
However, the decision to comply
with the criminals can often be
taken out of an organisation’s
hands by insurance companies.
The suddenly become back seat
passengers in the ransom process.
I’ve worked on cases where legal
teams of the victim organisation
have stated that if the attack is
deemed to originate from Russia,
then to pay would be a breach of
UK sanctions.

Companies shouldn’t engage
with threat actors until they’ve
had clarity from their insurance
company. Policies can stipulate
many things from the maximum
amount the insurers will pay out to
the requirement for the insurers or
underwriters to carry out an initial
assessment before doing anything
further. We’ve seen the damage
these attacks have had on
businesses for example, following
a major ransomware attack
nearly eight months on Gloucester
City Council, the Council is still
rebuilding its IT system.
After an attack, most businesses
will be busy trying to recover data
from their encrypted systems whilst
struggling to identify what files or
data may or may not have been
removed. There’s a risk that the
attacker could just be pretending
to have your files, but in the
majority of cases, they will have
identified the most sensitive areas
and exfiltrated the files before
encrypting them.
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PROTECT AGAINST DOUBLE
EXTORTION RANSOMWARE
Unfortunately, without adequate
cyber defence systems in place,
proper governance and control,
and adequate employee cyber
awareness training, double
extortion ransomware attacks are
an easy way for hackers to wreak
the most devastation possible. It
just needs a user to click on the
link or to fall foul to a phishing
email, and there are network
vulnerabilities constantly emerging
for criminals to penetrate.
According to the US National
Security Chief, 80% of cyberattacks could be stopped if MultiFactor Authentication (MFA) was
enabled and enforced. The Cyber
Essentials certification scheme
equally requires organisations to
have Two Factor Authentication
and MFA, for networks to be
patched every seven-to-14-day
cycles, and for UK businesses to
prevent anyone outside of the UK
from accessing their network. By
blocking all non-UK IP addresses
limits the organisation’s exposure
to foreign attacks.

However, nothing is ever 100%
secure. A large part of minimising
risk and the impact from an attack
is to ensure you’ve identified
the many ways a system can be
compromised and what’s your
company’s incidence response
plan in the event of an attack?
Many large enterprises will have
a plan in place, with key steps to
implement upon a breach from first
stage communications to how the
internal team can work together to
remediate the attack as quickly as
possible. How will they recover,
backup and encrypt data, for
example? The speed at which
you can react to a breach will be
critical to minimising the damage
of an attack.
In the event of a breach, ensure
you can gain swift access to a
battle box containing all critical
business information such as these
incidence response plans, cyber
insurance documents, critical
telephone numbers etc. Store these
separately from the corporate
network such as on Google or
another provider so it can’t be
compromised. The same goes for
ensuring that you have a good
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backup system in place located
away from the main corporate
network so hackers can’t move
laterally across your systems. I’ve
seen incidents where organisations
have told the attackers that they
can’t afford to pay the demands
by which the attackers responded
by sending the organisation their
own cyber insurance policy,
demonstrating why organisations
should store such data externally.
For businesses that may not want
the additional cost of storing their
battle box remotely, the alternative
is to have a printout stored
securely in a safe, but this means
ensuring to keep it updated and
reprinted which can easily
be forgotten.
Double extortion ransomware
attacks will only get more
sophisticated and common as
organisations fall privy to the
antics of cyber criminals and their
demands. The way to stop them in
their tracks is to be prepared and
that means people, processes
and technology.
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How a new
generation of digital
bank branches
are at risk from
cyber attack.
Banks have been focusing
on cybersecurity for many
years now, but the risks
they face seem greater than
ever before. As the industry
undergoes rapid digital
transformation in its services
and new style digital bank
branches, there should be
a simultaneous focus on
modernising cybersecurity
strategies.
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A new generation
of digital bank branches.
Some of the raised concerns
can be traced to whether the
Ukrainian war will spill over into
cyber attacks on the banking
system. An alert in spring 2022
from the European Banking
Authority suggested the risk of this
happening had increased. On its
risk dashboard the EBA said the
dangers of the exposure to Eastern
European Banks collapsing was
less of a threat than “secondround” effects like cyberattacks
that “may be more material from a
financial stability perspective.”

Whether driven by nation states or
not, cybercriminal gangs continue
to target banking services –
particularly ATMs – to steal money
and valuable financial information
about customers and cause
business continuity disruption and
service interruptions.

According to Zion, the global ATM
market accounted for US$15.1
billion in 2020 and is expected
to rise to US$21.2 billion by
2028, growing at a CAGR of
around 4.8% between 2021
and 2028. The financial services
industry is undergoing rapid digital
transformation, banks cannot
afford to neglect cybersecurity
strategies, especially at a time of
increased risks and threats.
The European Association for
Secure Transactions (EAST),
which tracks ATM fraud attacks
for financial institutions in the
EU, reported 202 successful
jackpotting (ATM malware
and logical attacks) in 2020;
resulting in losses of €1.24 million
(approximately US$1.4 million
or about US$7,000 per attack).
While other types of ATM fraud
reported, such as card skimming
and physical attacks were down,
jackpotting attacks represented a
44 percent increase in number of
attacks and a 14 percent increase
in losses from 2019.

These attacks on financial services
can generate lucrative cash
returns, which encourages gangs
to invest serious internal budgets
into research and development to
prepare attacks.
However, banks can still take
preventative measures to reduce
the likelihood of attacks and
mitigate the damage caused.
Cybersecurity management must
complement and coexist alongside
digitalisation programs, especially
on the deployment of even the
most advanced ATMs and assisted
self-service terminals (ASSTs),
which are now being used in next
generation branches and digital
banking hubs, that are particularly
vulnerable to attack. Security
leaders should hone into these for
cybersecurity review and consider
the Zero Trust model. It helps to
secure critical endpoints and
other parts of the banking service
infrastructure. It is mission critical
for security teams to minimise the
attack surface, obtain greater
visibility of what is happening,
and faster insight into anomalous
activities that could be (or are)
suspicious.
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Zero Trust is defined by a
cybersecurity system that minimises
the level of implicit trust so that a
system is only accessing software
and in use when stringent checks
are done. This important concept
can be successfully applied to
ATMs and ASSTs as they comprise
several software layers including
an operating system, hardware
vendor/software layer, the multivendor layer, plus the different
tools for operations, monitoring,
security and so on. Unlike PCs,
the software updating on these
devices tends to be reactive,
which means liabilities can slip into
software inadvertently - making
the concept of Zero Trust critical in
isolating a layer that is unpatched.
Here is a useful checklist to
consider when adopting a modern
approach to protecting fleets
of ATMs and ASSTs used as the
digital hubs in new style bank
branches:

• Reduce the attack surface.
Access will only be allowed
when needed, and not just
when it is legitimate, only if the
user has been certified for
proper operations.
• Control whoever is going
to physically manipulate
the ATM. Standard solutions
like antiviruses have the same
level of protection at any
time, but when critical devices
have a third party
manipulating it, banks must
be able to control the level of
protection and activate
specific policies in that specific
moment. The bank should
be able to monitor what the
technician is doing at a time of
highest exposure.
• Cybersecurity for banking
made easier. Consolidate
protection measures on a
single platform such as
application whitelisting,
full encryption of all hard disks
and media, file system integrity
protection, hardware
protection, and a firewall to
stop network attacks.
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The value of the Zero Trust strategy
lies in its ability to allow financial
institutions to secure digital selfservice banking without trusting the
assumed security of mainstream
software. This distrust is important
because cyber attackers will hijack
legitimate tools and software
to launch an attack. Zero Trust
for banking endpoints should
extend to third party tools and
services that have permission to
access ATMs and ASSTs when
servicing these devices. Effective
cybersecurity must interrogate
access and verify it is correct or
authorised at all times.

148

August 2022

The growing risk
of third-party
applications:
Keeping secure
in the cloud.

Running third-party applications in a cloud environment has
become a growing security risk for organizations, putting
workloads at greater risk, especially when the third-party
software exposes some API function to the public web.
The lack of management, control, and visibility into these
third-party applications and the software supply chain in
general is why attackers are increasingly targeting them
to gather information and infiltrate organizations.
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By Gal Singer,
Security Researcher
at Aqua Security.
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The growing risk of
third-party applications.
Today’s cyber attackers are
constantly evolving their
techniques, making modern cloud
native workloads a very tempting
target. Alongside exploiting web
APIs to unleash cryptomining
campaigns, they’re also abusing
free tier offerings of popular cloud
CI/CD platforms to easily convert
compute power into digital coins.

In fact, Aqua’s research team
recently uncovered tens of
thousands of user tokens that
are being exposed via the Travis
CI API, which allows anyone to
access historical clear-text logs.
More than 770 million logs of free
tier users are available, from which
you can easily extract tokens,
secrets, and other credentials
associated with popular cloud
service providers. Attackers can
use this sensitive data to launch
massive cyberattacks and to move
laterally in the cloud.
In that instance, the findings were
reported to Travis CI and the
relevant service providers, with
some initiating a wide key rotation.
However, to understand how
vulnerabilities in third-party scripts
enable cybercriminals to gain

access and carry out an attack,
we must look at the methods that
bad actors employ to conceal their
activities and avoid detection.
For this, let’s break down another
interesting attack captured by
Aqua’s research team, this time on
an Apache Struts 2 container.
STEP 1:
INITIAL ACCESS
AND DEFENCE EVASION
Apache Struts 2 is a popular
open source cross-platform web
application framework used by
many developers in their day-today work. The team analyzed how
attackers went about exploiting
an Apache Struts 2 vulnerability
that allows remote code execution
(RCE) under the privileges of the
Apache web server.
Having initiated an HTTP GET
request to check if a server is
vulnerable, the hackers launched
a second HTTP GET request
containing an execution command
line that downloads and runs
a shell script into that
organization’s container.

With the initial access attack
completed, the shell script’s first
goal is to undermine security
defences and prepare the ground
for its next actions. Alongside
disabling firewalls, allowing
traffic, and deleting LD_PRELOAD,
the script executes multiple kill
commands to eliminate any
competing malware or processes
such as cryptominers and
cloud agents.
Having completed all these tasks,
the attackers next delete log files
in a bid to cover their tracks and
avoid detection after the fact.
STEP 2:
EXECUTION
As the hackers have cleared the
way for the overall attack, the
script sets up variables and a ‘get’
function that is used to download
and execute the main malware
binary – a cryptominer. Packed by
UPX to avoid detection via hashes,
this binary has two functions.
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Alongside performing
cryptomining, it also actively looks
to run more cryptominers on more
container instances. It does this by
gathering all available credential
information held within the
container itself and using a loop to
connect to neighbouring systems,
so it can download and execute
the same malware script on these
lateral systems. The analysis we
undertook on this specific attack
found the malware executed
a massive scan in a bid to find
open SSH (port 22) and Redis
(port 6379) ports in the internal
container network, sending over
24,000 packets to those
two ports.

STEP 3:
PAYLOAD
Now safely ensconced in the
container, the malware runs a
different instance of the same
binary with a different process
name, connecting back to the
attackers’ command-and-control
(C&C) server to download
and execute a ‘coinminer’
variant. To support and enhance
cryptomining efforts, the attacker
also attempted to load an MSR
kernel module to boost the overall
speed of the mining process.
GROWING RISK FACTORS
Organizations are dealing with
modern threat actors that are
always looking for new ways to
exploit known vulnerabilities in
third-party software. Last year,
cases of cryptomining malware
soared by 300%. Once a
vulnerability is identified, attackers
can install cyptominer malware
on unsuspecting organizations.
Conducting the mining process
using someone else’s processing
resources allows the attackers to
generate profitable
digital treasures.

Attacks that crypto currency
mining software can result
in significant performance
issues in servers, databases
and application development
frameworks and even Denial of
Service (DoS) scenarios.
However, once an initial
foothold has been gained into an
organization’s environment, there’s
little to prevent bad actors from
pivoting their efforts to focus on
other higher value assets.
Today’s attackers are always
honing their tactics to hide their
cryptomining activities. Alongside
disabling firewalls, they’re
deactivating the non-maskable
interrupt that signals attention for
non-recoverable hardware errors
and system resets. Plus, they’re
downloading encoded and
obfuscated shell scripts to prevent
security tools from understanding
their intent. Ultimately, their goal
is to evade detection for as long
as possible and maximize the
potential for a return.
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SECURING YOUR CLOUD
ENVIRONMENT
Organizations have a big task
on their hands to keep track
of all workloads and software
running in a cloud environment,
especially due to the relentless
speed of the modern DevOps
cycle. Organizations should
consider enforcing two-factor
authentication for all users, setting
branch protection restrictions, and
restricting forked pull requests to
run on the CI platform to improve
security. Alongside finding and
fixing known CVEs and security
flaws, continuously monitoring
containers and troubleshooting
suspicious behavioral patterns
is essential. Utilizing runtime
analysis, with tools that feature
in-built rule sets, on third-party
applications like Apache Struts
2 will help flag potential runtime
attacks and exploits. In the long
term, a dedicated solution that
properly governs third-party
access in an organization’s
software supply chain can help
avoid such risk in the future.
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